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Introduction



Case 1:
Chaining a Race Condition with RFC Email Formatting and Blind XSS 
to breach an intranet admin panel.

Case 2:
Achieving a 1-Click Account Takeover on Sony through HTML Injection, 
HTTP Parameter Pollution, and abuse of the HTML PING attribute.

Case 3:
Discovering a hidden Swagger endpoint through path normalization 
and using it to extract sensitive internal documents.

Overview — What We’ll Cover 
Today



Let’s explain each bug

But before,



Case 1 :
Chaining a Race Condition with RFC Email 

Formatting and Blind XSS to breach an internal 
admin panel.



Timing attacks

A race condition happens 
when two actions occur almost 

at the same time and the 
system fails to enforce the 

correct order.

1- The Race Condition



-You are ordering an item from a store and you have 20$ discount code : 
3Wlkdf63th1ff - 20$
-Normally, when you apply the discount one time, the server will NOT let 
you apply it a second time.
-But what if, the first time you send the discount code, you send 
simultaneously many requests before the server even understands whats 
happening?

Race Condition

Example



If the server is vulnerable, it will fail to understand that you have already used one 
discount code, and  accept all simultaneous request and give you a 20$ + 20$ = 40$ 
discount.

Image from @amsghimire



The same behaviour will work for any functionnality that 
has a similar underlying processing, like email verification

You create an  account Change the email before verifying it

You send simultaneously the 
request to change the email 
and to verify your old email

Before the server processes that you 
have changed your email, the 
verification link will work for the new 
email



RFC 5322 is the allowed email standards. It 
is the regex that the server will follow to tell 
if the email you have submitted is VALID or 
NOT.

2- RFC email formatting & Impact

standards.OI


2- How can we take advantage of that?

Regex:

(?:[a-z0-9!#$%&'*+/=?^_`{|}~-]+

(?:\.[a-z0-9!#$%&'*+/=?^_`{|}~-]+)*
|

"(?:[\x01-\x08\x0b\x0c\x0e-\x1f\x21\x23-\x5b\x5d-\x7f]
|\\[\x01-\x09\x0b\x0c\x0e-\x7f])*")

@

(?:(?:[a-z0-9](?:[a-z0-9-]*[a-z0-9])?\.)+
[a-z0-9](?:[a-z0-9-]*[a-z0-9])

|
\[(?:(?:25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.){3}

(?:25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?|

[a-z0-9-]*[a-z0-9]:
(?:[\x01-\x08\x0b\x0c\x0e-\x1f\x21-\x5a\x53-\x7f]

|\\[\x01-\x09\x0b\x0c\x0e-\x7f])+)\])

&lt;script&gt;alert(1)&lt
;/script&gt;@gmail.co
m

"&gt;&lt;script&gt;alert
(1)&lt;/script&gt;"@gm
ail.com

INVALID 

VALID
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Impact of RFC email formatting
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An intranet panel is a private, internal dashboard used inside 
a company or organization. It allows employees to access 
internal applications that are not available on the public 
internet. It’s basically a secure “control center” where only 
people on the same network can access.

Intranet



Intranet



Live Demo #1
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Live Demo #1



Achieving account takeover on Real Target

ATO
We took over 
the admin’s 

account

XSS in Email
We crafted an email 

with a Blind XSS 
Payload

Race-Condition
We used the race-

condition 
technique to verify 

the account

Lateral movement
We used the blind 
XSS to crawl and 
retrieve all pages 

of the intranet 
dashboard



Achieving a 1-Click Account Takeover on Sony 
through HTML Injection, HTTP Parameter Pollution, 
and abuse of the HTML PING attribute.



POST /api/v1/accounts/email

email=email@tld.com&redirect_ur
i=https://site.com/

HTML injection  in reset password flow

And the received email for the password reset functionality will look like :
<a href=”https://site.com/reset/?token=f129ffjfagj3423&redirect_uri=https://site.com”>Click Here 
to reset</a>

A normal reset password request looks like: 

tld.com
https://site.com/
https://site.com/reset/?
https://site.com/reset/token=f129ffjfagj3423&amp;redirect_uri=https:/site.com%E2%80%9D&gt;Click


POST /api/v1/accounts/email

email=email@tld.com&redirect_ur
i=https://site.com/%22%3E%3Ch
1%3EHey%3C%2Fh1%3E

HTML injection mechanism in reset password 
flow

This sometimes inject into the email like :
<a 

href=”https://site.com/reset/token=f129ffjfagj3423&redirect_uri=https://site.com”><h1>Hey</h1>
>Click Here to reset</a>

But what if we can inject HTML tags inside the redirect_uri ?

tld.com
https://site.com/
https://site.com/reset/token=f129ffjfagj3423&amp;redirect_uri=https:/site.com%E2%80%9D&gt;&lt;h1&gt;Hey&lt;/h1&gt;
https://site.com/reset/token=f129ffjfagj3423&amp;redirect_uri=https:/site.com%E2%80%9D&gt;Click


HTML injection mechanism in reset password 
flow

This sometimes inject into the email like :
<a 

href=”https://site.com/reset/token=f129ffjfagj3423&redirect_uri=https://site.com”><h1>Hey</h1>
>Click Here to reset</a>

But what if we can inject HTML tags inside the redirect_uri ?

https://site.com/reset/token=f129ffjfagj3423&amp;redirect_uri=https:/site.com%E2%80%9D&gt;&lt;h1&gt;Hey&lt;/h1&gt;
https://site.com/reset/token=f129ffjfagj3423&amp;redirect_uri=https:/site.com%E2%80%9D&gt;Click


Role of HTTP parameter pollution

HTTP Parameter Pollution consists of sending duplicate parameters in a URL or 
request to confuse how the server processes them. Most of the times, the server will 
only process the last.
Example (GET Request)
If you send a request like:
https://site.com/reset/token=validToken&token=falseToken

The server will process only the second token, which is invalid —> Can’t change 
password

https://site.com/reset/token=validToken&amp;token=falseToken


The PING attribute

The ping attribute is used on <a> (links) and <area> elements to send a 
background HTTP request (a “ping”) to one URL when the link is clicked.

It’s mainly used for click tracking—for example, analytics systems that want 
to know when a user followed a link.

Like:

<a href="https://example.com/hey" ping="https://tracker.com/ping">Visit Example</a>

Then you click on it … and 
:

https://example.com/hey


The PING attribute

The ping attribute is used on <a> (links) and <area> elements to send a background 
HTTP request (a “ping”) to one or more URLs when the link is clicked.
It’s mainly used for click tracking—for example, analytics systems that want to know 
when a user followed a link.

Like:

<a href="https://example.com/hey" ping="https://tracker.com/ping">Visit Example</a>

Then you click on it … and 
:

https://example.com/hey


Live Demo #2



One-click account takeover

Chain attack
HTML injection in the password reset page

Token Invalidating
By using HTTP Parameter pollution and 
injecting a new invalid token

Token theft
By using the PING attribute to receive the 
password reset link

Account Takeover



Case study 3:
Discovering a hidden Swagger endpoint through path 
normalization and using it to extract sensitive internal 
documents.



Bypassing Access Controls
Path normalization techniques

Thinking out of the box
How to maximize the impact of my bug ?

Discovering hidden APIs through Path 
Normalization Techniques



How to go from this :



To that:



Live Demo #3



So what we did here:

Bruteforced the SSO 
page Path normalization into the 

admin swagger-ui

Abused the endpoint to 
retrieve confidential 

information



Live Demo #3



Live Demo #3



Takeaways Summary



Takeaways

Multi-Step Attack Chains
Don’t sleep on low-hanging fruits. Use them to 
achieve something big.

Think out of the box
Depending on the app you are working on, some 
“small” bugs can have a higher impact that you 
might think.

Do your research
Bug bounties evolves constantly. Don’t get too 
comfy with a bug type, instead always try to 
improve it.

Keep learning & exploring

Sometimes you can find bugs without looking 
for bugs



Q&A
Hold your questions, I am on my way to the event!

In the meantime, you can follow me on twitter :)



PHTalks

Daher Mohamed

Thank you for watching


