
▪ Positive Technologies

▪ … and be cool.

HACKERS FIRST 
 
Why are you here?



Whoami

▪ Very talkative person 

▪ Accidentally found out that my set of skills 
is a good fit for cybersecurity 

▪ Made many friends in cybersecurity just in 
1-year

Alex Moshkov 

Community Bro at Positive Technologies 

… or no matter what you call me ☺

x.com/amoshkov/



Back in the day

Before cybersecurity I spent 20+ years 
in gamedev and tech - building 
products, teams, and communities. 

But something always felt off — like I was 
applying the right skills in the wrong 
place.

Ultima Online

Transport Tycoon Deluxe

Gaming IT Travel & Fintech

↓ Some of my fav games ↓



RPG character mixed of everything

Hacker brain 
▪ Curiosity 

▪ Alternative approach to 
XYZ goal with a faster / 
cheaper / better result or 
way.

Community building 
▪ Yes, in gaming. But talking 

to people is talking to 
people, you know. Kinda 
same thing anywhere.

Technical base 
▪ IT solutions and products 

knowledge. 

▪ Scripting, automation, 
scraping, basic coding.

Diversified 
experience 
▪ Marketer, product/project 

manager, business 
developer, product owner.

Empathy and 
communication 
▪ Reading people fast 

▪ Building trust fast

Business overview 
▪ Owning a business 

changed my mind. 

▪ Helicopter view on the 
whole picture.



HACKERS FIRST, 
but why?



What companies usually do

▪ Security became too corporate and too isolated. 

▪ They believe it’s safer to stay silent 

▪ They rely on official, controlled formats 

▪ They avoid horizontal connections 

▪ They don’t see value in simple, honest conversations

Most companies underestimate the importance of the 
offensive community:

And we all know these stories of hackers being ignored: 

‘Corporate security is weird’ — bobdahacker

bobdahacker.com/blog/mcdonalds-security-vulnerabilities



Meanwhile, hackers

▪ Most hackers are open to talk — if you talk to them like a 
human 

▪ Their world is horizontal: no hierarchy, no corporate layers 

▪ They avoid corporate filters and formal formats 

▪ Their community is tightly connected

Hackers are actually friendly in most cases:

If you’re not in this network — you don’t see what matters.



Connection with the 
COMMUNITY creates  
TRUST.
And trust opens doors no process can open.



Community values and soft power

Community value is not theory — it’s what actually happens 
when people trust you.

If the community trusts you — they help you. In ways you 
didn’t even expect.

▪ Early signals: problems, ideas, risks, feedback 

▪ Access to talent and minds you’d never hire in a normal 
way 

▪ Reputation shield: the community will defend you if they 
trust you 

▪ Real, organic growth of your product, business, or initiative



What NOT to do



What NOT to do / What TO do

▪ Treat hackers as free labor 

▪ Add bureaucracy 

▪ Let marketing/PR control the 
conversation 

▪ Give cold corporate responses 

▪ Stay silent when something matters 

▪ Hide problems instead of discussing 
them 

▪ Make connections transactional

WHAT NOT TO-DO: WHAT TO-DO:

▪ Put a real human in front — someone 
who likes people 

▪ Be reachable (Twitter, messengers, 
Discord) and stay in touch 

▪ Attend local / global meetups 

▪ Support community leaders and 
contributors 

▪ Build 1:1 trust 

▪ Share insights 

▪ Give them space for growth



Let’s get back to that story



Positive Hack Talks Hanoi

My goal: find the core offensive community in Vietnam. 
▪ Two weeks before the event 

▪ Zero connections 

▪ No background in cybersecurity 

▪ Zero budget 

▪ And I was solo

11

Scraping 
Collected everything I could. 
Groups, profiles, traces, links — 
all of it.

Research 
Mapped people, communities, 
ties, and micro-clusters.

Conversations 
Talked to everyone. DMs, calls, 
meetups, anything that 
increased presence.

1 2 3



Vietnam, 217 ppl



Egypt, 245 ppl



Indonesia, 378 ppl



Past and Upcoming PH Talks

2024

2025

2026

Bangalore, India 

Cairo, Egypt Sao Paolo, BrazilJakarta, Indonesia

Shanghai, China … somewhere in the 
world.

Bangkok, Thailand Hanoi, Vietnam

Oman



Brazil 🇧🇷 ❤

+ 307 Temporary Security
 

Conference

… and many more beautiful people I couldn’t even count — 
friends.



Positive Hack Camp

An international event, held over two weeks, 
gathered 88 cyber beginners and experts 
from around the globe to gain insights on 
infrastructure protection and cybersecurity.



PHCamp will 
happen JULY - 
AUGUST 2026.



Positive Hack Days



180,000+ online 
viewers

Positive Hack Days

150,000+ offline 
visitors

270 talks and 26 
tech tracks



Speakers, villagers 
and CTF teams. 
Join PHDays.



Bug Bounty, of course

max bounty
660 000 $

100+
public and private programs

27 000+
researchers have already joined

bugbounty.standoff365.com



Standoff Hacks
An epic event for the true bug bounty 
community. For two weeks, elite hackers from 
around the world battled for the title of top 
hunter and tested the scopes of multiple 
companies during the private event. 



Standoff 
Cyberbattle
International competition  
for cybersecurity experts  
since 2016



Standoff Cyberbattle

▪ Much more than a CTF. Thanks to realistic 
infrastructure 

▪ Red Teams attack 

▪ Blue Teams defend 

▪ Virtual state: banking, oil & gas, logistics, 
urban infrastructure, metallurgy 

▪ Inside — real traffic, controllers, operational 
systems, business processes





Why dbugs?



What you’ll find on dbugs

▪ Unified vulnerability cards with cross-linked IDs 

▪ Trending vulnerabilities based on social media signals 

▪ Al-powered descriptions with source selection 

▪ Researcher profiles and leaderboard 

▪ Tags for exploits, patches, CWE, affected products, related 
identifiers 

▪ dbugs ID support for non-CVE discoveries 

▪ Full-text search: CVE, vendor, researcher, product, anything



Researcher profile you can flex with

dbu.gs



And flex even more

dbu.gs



Built for researchers

▪ Red Teamers 
discover trending vulns, 
exploits, and PoCs 

▪ Blue Teamers 
prioritize patching and 
watch active threats 

▪ Researchers 
claim your findings and 
grow your public profile

▪ SOC & IR Analysts 
correlate attacks with real-
world exploitation 

▪ Security Vendors 
track product impact and 
patch status 

▪ CISOs & Risk Managers 
understand what matters 
right now



What’s coming next



dbugs is FREE. 
Forever.



Cool stuff

PT SWARM 
Positive Technologies 
Offensive Team

x.com/ptswarm/

Look again. They are 
around.



Community I am building

PH Camp 
Community education.

PH Days 
Huge con and fest.

Researches 
@ptswarm

dbugs 
Vulnerabilities 
database.

Ambassadors 
But different.

Networking 
More connections.

PH Talks 
Small international 
events.

Standoff 
BB, Cyberbattles, 
Hackbase.



Make some friends



Make more friends



Make more friends in Brazil



Thesis to note

▪ Hackers are your most honest users. 

▪ Community = early warning system. 

▪ Your presence in the community = trust API. 

▪ All you need is an honest conversation. 

▪ Give. Don’t ask anything in return.



HACKERS FIRST. And  
it’s not about 
business.

x.com/amoshkov/



Today 
Speakers


