


Whoami? 
• Industrial Security Services team, Kasperksy

• Windows Security Researches

• Masters of None:

• Pentest 

• RE

• AppSec

• ICS

• Network

• Radio

https://sud0ru.ghost.io/resea
rch-work/











What Is MSRPC?
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• Impersonation allows a process with one identity to 
temporarily assume another identity for the purpose of access 
checks.

• In this presentation, we focus on impersonation in RPC.

• In RPC, the server can impersonate the client using the 
RpcImpersonateClient API.

What Is Impersonation?

• Security Quality of Service (SQoS) features control the 
server’s ability to impersonate a client.

• They are defined by the _SECURITY_QUALITY_OF_SERVICE structure.
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• For an RPC server process to impersonate an RPC client, the server 
process must have the SeImpersonatePrivilege enabled in its token.

• SQoS provides four impersonation levels:

• Anonymous

• Identification

• Impersonation

• Delegation

What Is Impersonation?
• Security Quality of Service (SQoS) features control the 

server’s ability to impersonate a client.

• They are defined by the _SECURITY_QUALITY_OF_SERVICE structure.





GPSVC Service

• GPSVC (Group Policy Client Service) is a core Windows service 
responsible for applying and enforcing Group Policy settings on 
a system.
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GPSVC Service

• GPSVC (Group Policy Client Service) is a core Windows service 
responsible for applying and enforcing Group Policy settings on 
a system.

• It runs as SYSTEM under svchost.exe.

• While debugging this service, an exception consistently occurred when 
triggering a policy refresh using gpupdate /force.
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Follow the Exception

• The exception encountered was 0x800706BA

• RPC_S_SERVER_UNAVAILABLE, 1722 

• “RPC client could not reach the target server”

• The exception was raised by rpcrt4.dll



• The root cause was a call to NtAlpcConnectPort, used by RPC to 
establish an ALPC connection between processes.
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TermService:
• RPC Control/ TermSrvApi endpoint belongs to TermService
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• This service is responsible for remote desktop. By default, it is turned off.

TermService:



• RPC Control/ TermSrvApi endpoint belongs to TermService

• This service is responsible for remote desktop. By default, it is turned off.

TermService:

• Once the service is enabled and Remote Desktop access is activated, it 
exposes an RPC server with multiple interfaces and endpoints.

• This service works under NT AUTHORITY\Network Service









NETWORK SERVICE  → S-1-5-20

ImpersonationLevel = Impersonation
                                

Follow the Exception



GPSVC to RDP 
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TermService: Network Service
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Video
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RPC Architecture Flow
• The RPC runtime (rpcrt4.dll) does not provide a mechanism to verify the 

legitimacy of RPC servers, to addition to that Windows will allow you to 
deploy the exact same RPC server exposed by legitimate process.

• As a result, this architecture exposes a large attack surface, since RPC is 
widely used across system DLLs.

• Applications calling seemingly benign APIs can unintentionally trigger local 
privilege escalation without user awareness.





Properties

• The target exception must be an RPC call failure with status   
RPC_S_SERVER_UNAVAILABLE.

• To be relevant, the exception should:

• Originate from a high-privilege process

• Use a high impersonation level

1- Exception Properties 

• Allow extraction of key RPC metadata: 
• UUID, Endpoint, and OPNUM
• Impersonation level and status code
• Client process privilege, name, and module path

• This information enables mimicking the RPC server and understanding 
how the call is triggered.

2- Monitoring Properties 



ETW

• ETW (Event Tracing for Windows), Built-in Windows logging framework that captures 
kernel and user-mode events in real time.

• logman controls ETW by creating trace sessions, selecting providers, and setting 
verbosity.

• Tracing output is saved as an .etl file, which can be viewed in Event Viewer.

• ETW provides deep visibility into RPC client and server behavior without modifying 
applications.

• ETW captures RPC bindings, endpoints, interface UUIDs, authentication details, call 
flow, timing, and status code



Logman
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Output
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Lookup by Interface UUID
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Collecting





Exceptions Generating

• After enabling logging, generate the exceptions by:

• Rebooting the system

• Running an automated script to perform random operations

• Turning off each service and repeating the previous two steps







From EDGE to RDP

• Microsoft Edge browser (msedge.exe) is installed by default in 
Windows.

• When Edge starts, it triggers an RPC call to the Terminal Services 
service (RDP) with a high impersonation level.
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• There are some background Windows services that periodically attempt to make 
RPC calls to the RDP service without user interaction.

• One example of such a service is the WdiSystemHost service.

• The Diagnostic System Host Service is a built-in Windows service responsible for 
running system diagnostics and troubleshooting tasks.
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From ipconfig to DHCP 

• The DHCP service (DHCP Client) is responsible for DHCP client operations.
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From ipconfig to DHCP 

• The DHCP service (DHCP Client) is responsible for DHCP client operations.

• It runs under the Local Service account and is enabled by default.

• This service exposes an RPC server with multiple interfaces and endpoints. 

• The RPC server exposed by this service is called by various system DLLs using a high 
impersonation level.
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dhcp service need to be 
turned off







Windows Time Service

• The Windows W32Time service is responsible for maintaining date and 
time synchronization across all clients and servers in the network.
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Windows Time Service

• The Windows W32Time service is responsible for maintaining date and 
time synchronization across all clients and servers in the network.

• It is enabled by default and runs under the Local Service account. 

• This service exposes an RPC server with two endpoints: 

• \PIPE\W32TIME_ALT

• \RPC Control\W32TIME_ALT
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Windows Time Service
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How to Collect These Ghost 
Lovers?





“After careful investigation, this case has been assessed as 
Moderate severity and does not meet Microsoft's bar for 
immediate servicing as this attack has to originate from a 
process with 'SeImpersonatePrivilege' privileges. 
However, we have shared the report with the team 
responsible for maintaining the product or service. They 
will take appropriate action as needed to help keep 
customers protected.”





Detection and Defense

This type of activity cannot 
be prevented

The attack surface is 
extensive

Mitigation depends on 

Microsoft future updates

Detection can be by 
following the Potato 

detection



Research Repository

https://github.com/klsecservices/PhantomRPC





What Is Next?

• The provided POCs are simple examples, and additional cases are likely 
to exist

• All POCs were discovered and tested prior to the 
report date 29.09.2025

• Testing was performed on the latest versions of 
Windows Server 2022 and Windows Server 2025
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