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Timeline of UNG0002



Timeline of UNG0002 – Cobalt Whisper

•企业资质材料
•企业签名解密专用解密工具

•

•

•

• 最新停车场收费标准调整方案

•

•

•

•

•

• 预加油航班管理方法研究与软件实
现（修改意见

•

• 热核聚变发电岛三回路参数优化
研究（修改意见

•

• 预加油航班管理方法研究与软
件实现（修改意见）

•



Timeline of UNG0002 – AmberMist 

•

•

•

• 张婉婉简历
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• 李明月
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• INET RAT
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We will now look into some of the initial findings. 

Initial Findings

RAR Archive File

• “附件 ：《 年度中国电工技术学会科学技
术奖推荐提名书》（技术发明奖和科技进步
奖）填报说明 年 月新版

•

LNK Scripts.

•

Final Payloads.

•



Infection Chain



Decoy Documents - I



Decoy Documents - II



Decoy Documents - III



Technical Analysis – LNK 
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Technical Analysis – VBScript
•



Technical Analysis – Decoded VBS.
•



Technical Analysis – Cobalt Strike Beacon

•



Hunting – I



Hunting – II
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Hunting – III
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New Decoys - I



New Decoys - II



Targeting Pakistan – I 



Targeting Pakistan and CN-CERT



Archive Uploads

SL.No File-Name Target-Country

科学技术奖填报说明和奖励办法修订版

需使用中债数据

最新停车场收费标准调整方案

电影宣传要求

预加油航班管理方法研究与软件实现（修改意见）

刘潇 清华大学 计算机

李新宇 北京大学 毕业 金融硕士

贾哲文 云南大学 环境工程



Archive Uploads

SL.No File-Name Target-Country

热核聚变发电岛三回路参数优化研究（修改意见）

异构平台要素协同理论方法研究 修改意见

企业资质材料 企业资质证明（请先解密）



•

Hunting Queries

16,000 190+ 80+
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Hunting Queries



Operation AmberMist



Infection Chain – I  



Infection Chain – II



CV-Themed Decoys



Gaming-Theme UI Decoys
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Gaming-Theme UI Decoys



Technical Analysis – ClickFix [ MOMA ]



Technical Analysis – PowerShell Stager



Technical Analysis – Shadow RAT

•

•

•

•



Sub-Campaign – LNK & VBS 

•李明月



Sub-Campaign – Batch Script



Sub-Campaign – VBS & SCT



Sub-Campaign – PowerShell



Sub-Campaign – INET RAT

•

•

•

Decoded C2

marine-research.space:9445

skyfare.site:5679

ecoglide.site:7699

•

•



Campaign-2 : LNK & VBS 

• 张婉婉简历

•



Campaign-2 : Blister Implant



Blister Implant – AES-CBC decryption



Blister Implant – Patching Entry Point

•



Hunting & Infrastructure.

•



Infrastructure and Attribution



Hunting & Infrastructure - Overlaps

•

https://www.proofpoint.com/us/blog/threat-insight/malware-must-not-be-named-suspected-espionage-campaign-delivers-voldemort
https://www.proofpoint.com/us/blog/threat-insight/malware-must-not-be-named-suspected-espionage-campaign-delivers-voldemort


Hunting & Infrastructure - Overlaps
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ANY QUESTIONS ?

X [Twitter ] Personal-Blog LinkedIn

https://x.com/ElementalX2
https://xelemental.github.io/
https://www.linkedin.com/in/subhajeet-singha-b238951a9/
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