by = positive technologies

Jay Turla

Principal Security Researcher
def key_pressed(key):

ViCone print(f"{key} pressed")

Hopping on
est
enches and
ar Hacking

# Create the main window
root = tk.Tk()
root.title("Simple Keyboard")

] |
pos t IV # Create buttons for keys

a keys = ['Q",'"W', 'E", 'R, 'T", "Y', 'U. 'I','O", 'P’]
Jakarta in the following keys:

button = tk.Button(root, text=key, width=5,
E@ g command=lambda k=key: key_pressed(k))
button.pack(side=tk.LEFT)



Principal Security Researcher at VicOne
Organizer of Car Hacking Village Philippines

ROOTCON CFP Review Board and Goon

Team lead of hacking team “Peenoise” which won 3™
place in SPIRITCYBER-24 |loT |/ OT Hackathon in
Singapore.

One of the admins of ADDVulcan, Hack A Sat 2020 4th
placer and finalist.

Metasploit contributor
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def key_pressed(key):
print(f"{key} pressed")

# Run the application

But how about buldin

our Labs for research’™

# Create buttons for keys
keys =['Q",'"W','E",'R","T","Y",'U. 'I''O", 'P']
in the following keys:
button = tk.Button(root, text=key, width=5,
command=lambda k=key: key_pressed(k))
button.pack(side=tk.LEFT)

#PHT alks
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= How we started in 2018

-ECU simulators and ECU
Anomaly Detection System
(ADS from Amynasec Labs).

- Instrument Clusters that we
reverse-engineered

- Running ICSIM with a PS4
controller on an old mini-
computer
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How we roll now
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My Background: Pentester

192.168.1.2/body?mode=<script>alert('shipcod3')<%2fscript>

= | tried picking up old hardware and practiced
self-paced loT and Hardware Hacking

= |oT and Hardware Hacking is not just about
tinkering with the hardware; think about the
cloud and the web services that it connects to.

CVE-201 5-4714 PUBLISHED & ViewJSON | B User Guide

Collapse all

Required CVE Record Information

CNA: MITRE Corporation

Published: 2015-06-22 Updated: 2016-12-05

Description

Cross-site scripting (XSS) vulnerability in the DreamBox DM500-S allows remote attackers to
inject arbitrary web script or HTML via the mode parameter to /body.
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Same with cars

= — —— P - -

e

-

Tactics and Techniques

* Authorize remote administration of a vehicle on behalf of the authorized
user:

* ACME Motors derives the authorization key of being able to remotely control a
vehicle using the message ID sent to the other authorized user’s inbox

* ID can be read by sending specific requests for the user’s messages from the API
endpoint by an adversary or sniffing the packets going to the user’s mobile device.

* The messagelD of the request is the only key needed to authorize the request
instead of the API also determining if the username field of the JWT payload contains
the correct userlID to authenticate the request. Only check performed is a valid
message ID.

* Message ID can be derived by sending any valid token with a payload containing the
approvers userlD to https://api.mps.ACME.com/api/messagecenters/?lrdt=1970-01-
01T00:00:00Z the ‘messagelD’ field of the authorization request message is the

needed key.

Q..

o
Moo, 0ot S

D T

P> Pl < 1506/3004 o T [(=]

KEYNOTE: Ready, Fire Aim: Hacking State and Federal Law Enforcement Vehicles - Alissa Knight

946 views - Premiered Aug 7, 2021 e 44 GFP 2 =) SHARE + SAVE

"%,  Car Hacking Village
“""‘,.'7<}> ¥ 226 subscribers SUBSCRIBED
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Remember the Nissan Leaf Filasco?

The VIN was used for authorization purposes in controlling some of the
features (ex., Check Climate Control)

https://[redacted].com/orchestration_1111/gdc/RemoteACRecordsRequest.ph
p?RegionCode=NE&Ig=no-NO&DCMID=&VIN=SINFAAZEOUSLOXXXXX

- The whole APl is unauthenticated and only requires the VIN to target a
vehicle.

Credits: https://www.troyhunt.com/controlling-vehicle-features-of-nissan/
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Build a Team

= Find a mentor (#carhacking)

= Find colleagues interested in setting up a Car Hacking Village or
a Car Hacking Lab

= |deal Team of Hackers, Electronic enthusiasts or hobbyists, and
someone who has basic knowledge of automotive

= Talk or email one of the guys from the @CarHackVillage like
@mintynet, @carfucar, @dOrkv4d3r or | can also refer you to
them
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Learn Basic Electronics

Resistor Variable Resistor

Light-Dependent . .
i witch Transistor

Rl Capacitor Capacitor

Light-Emitting
i Diode
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HARDWARE HACKING CHEATSHEET

VCC - Voltage Supply 24
VSS/GND - Ground Dot notéh, 18
Voltage level - 1.7v/3.3v/5v
5V All the device _
3.3V should have the &
GND/OV common ground SOIC/QFP DIP BGA
-3.3Vv for same V reference 12
Metal parts are usually GND
FTDI | UART | SPI | 12C JTAG | SWD
ADO TX SCK SCK TCK SCK
AD1 RX MOSI sSDA TDI sSDIO
AD2 RTS MISO sSDA TDO sSDIO
AD3 CcTS cs ™S
ADa DTR
20-pin JTAG 10-pin ST-Link 10-pin JTAG
vVCC vCcC RST SCK cC SWD/TMS
TRST GND SWIM ___SWD GND SCK/TCK
TDI GND GND GND GND SWO/TDO
SWD/TMS GND 3.3V 3.3V KEY TDI
SCK/TCK GND 5\ 3 GND NRESET
RTCK GND
SWO/TDO GND
RESET GND
NC GND
NC GND

Tips
Always TIN your soldering iron tip
Temperature: 250C - 350C
Don't overheat electrolytic capacitor
Check the operating voltage of the device
Don't touch your PCB in bare hand.
Don't overheat the solder pads

Reference:

@marunmagesh

Commands

UART
screen /dev/ttyUSB# <baudrate=
9600, 115200, 57600, 38400 - baudrate
ctrl +a -> k -=> y to close screen

FLASH MEMORY - SPI
flashrom -p ft2232_spi:type=<HW=>=
FT232H or FT2232H - HW
Debuggers

openocd -f interface/<dev.cfg>
-f target/<target.cfg=>

cfg files are located inside /usr/local

OpenOCD

telnet localhost: 4444

halt - To halt the CPU

reset - To reset the CPU

flash info bank <bankid=>

flash dump_image <file=>
<addr= <size=>

flash write_image erase
<file=> <addr=

GDB

gdb-multiarch
set arch <arch - arm/mips=>
target remote localhost:3333

= EUTLORE

https://github.com/arunmagesh/hw_hacking_cheatsheet/blob/master/cheatsheet_0.1.pdf
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Baby steps? Hack with UART

Wor
i
¥
=

»e

g.

e

Oc
=
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Modifying
an EV
Chargeris
also part of
Automotive
Research
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**" Your EV Charger is our Attack Tool

“— i, Oy A Motsecure | 192.168.4.1

ESP32 Wi-Fi Penetration Tool

Attack configuration

—Select target

S5ID BSSID RS51
Elon Musk cesdd., T Ll -81
| NICA Sat HQ  84:06: I -93
Rafrash

— Attack configuration
Attack type: | ATTACK_TYPE_PMKID ~
Attack method: ™~
Antack timeout (seconds):

Altack

https://vicone.com/blog/exploiting-the-emporia-ev-charger-a-hackers-point-of-view
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Ormumlfwmoosntermy Configurat 1on Mode Successft,
U

Setting Baudrate Successtul

MCP2515 Initiatszeq Successtylly;

# author; g,
# ROOTCON Cyp Hacking v11age
# greetz ¢ Searpix, mo,

Code Execution via USB on an VI

Instrument Cluster w/ Nano-Can
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VI Hacking

Ir
-
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& (\‘—("c

communication




osjtiv
p@l‘\ac

talks
Where to get some parts? Example

PEUGEOT 207 INSTRUMENT CLUSTER SPEEDOMETER

Condition: Used
“Working used”’

price: US $20.00 m

Add to cart

QO Add to Watchlist

1-year protection plan from SquareTrade - $7.99

Longtime member No returns

Shipping: $8.00 Economy Shipping from outside US | see details
See details about international shipping here. @
Item location: Kaunas, Lithuania
Ships to: Worldwide

Delivery: [[J] Estimated between Wed. Nov. 6 and Tue. Nov. 26 @

Please note the delivery estimate is greater than 6 business days.

Payments: {PWMHVMI [ _. ‘ = ‘m P
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And another one

@ Check if this part fits your vehicle Contact the seller

Mouse over image to zoom

Ford Mondeo MK4 ECU Kit Set 1.8 Diesel 7G91-12A650-PH, 2
KEYS, CLUSTER 2010

Be the first to write a review.

Condition: Used

£120.00

From £11 per month for 12 months

Add to basket

© Watch this item

Long-time member 30-day returns Fast and safe postage

ectar, Collect 120 Nectar points Redeem your points | Conditions

e~

ﬁf No additional import charges on delivery.

~ This item will be sent through the Global Shipping Programme and
includes international tracking. Learn more

Postage: £19.79 Express delivery to United States @ | See details
Item location: Barry, United Kingdom
Posts to: United Kingdom and many other countries | See details
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Get a good power supply unit
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talk= ook for sketches and diagrams (OSINT)

SIS

¢ B | 9: CANLo1 | 11: CANH11
8: CANLo2 | 10: CANH1i2 | 12: ?
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Make sure to get the correct wiring harness and pinouts

(&3] ecufiles.cn P[ ‘ . :

<l @ | A - 4+ = 3 | ofe | =) | ™

After making all the connections, connect a stabilized power supply to the New Trasdata and make sure
that the POWER LED (red) is on.

To communicate correctly with the control unit, it is necessary to use the F32GNO0O37C/D and F34NTF53 cables.

—> ANALOG PORT
F32GNO37C/D

WIRE COLOUR DESCRIPTION
Red +12V
Black GND
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Got a STM32? Turn it into a RAMN single board!

= CN1[USB_STiK] o
se1 I'wl K ¥ 9

o2 5[

§uslj§
W'ammm ed PEE g

5V

FDCAN1_RX]|
GND '

NUCLEO-L552ZE-Q
NUL552ZEQ$AU4

00000000 @FG0 0
0000000000000

,\-ooooooooooooooseoee@
9500006860060 000000000000

- |KBuse_sv
I!“lll wg u10 Lg: g

& 8.!"‘.0 = NS ('ﬁm 'Il

https://vicone.com/blog/replicating-ramn-using-a-single-stm32-board-a-hands-on-exploration
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Most IVIs have USB, so do some USB Fuzzing

posﬁ

DEF CON 31 Car Hacking Village - Automotiv... o ~»
Watch later Share

Automotive USB Fuzzing:
How to Fuzzing USB in Vehicles to Discover the
Real-World Vulnerabilities

Defcon31 Car Hacking Village
Euntae Jang, Donghyeon Jeong, Jonghyuk Song

AUTOCRYPT

_

MORE VIDEOS

P o) 002/37:33 - Intro BB & Youlube

DEF CON 31 Car Hacking Village - Automotive USB Fuzzing - Euntae Jang,
Donghyon Jeong, Jonghyuk Song
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Invest In some Tools and
Hardware, not just for

iInteracting with CAN but
for other attack surfaces
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[IMakerbase

MKS CANable
- PrObany one of the Signal and Power [solated
chea pest and good qua”ty candleLight/slcan/pcan

USB CAN devices out there

= Price range: 5 - 15 USD
(AliExpress)

PHP355.33 eupssess s

Taxexcluded, add at checkout if applicable ; Extra 2% off with coins

Makerbase CANable USB to CAN canbus debugger analyze
Isolated VESC XDRIVE klipper

4.8 26 Reviews | 310 sold

Color: MKS CANable

[Makerbase [@Makerbase

ny

Product sellpoints

+ Compact Design:Sleek and lightweight design for portability an
integration into your setup.
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Jtagulator

2 a-w

= Open-source hardware hacking tool 3959585 ERE REEEn snana Anans
that assists in identifying on-chip debug s
(OCD) interfaces from an electronic : i S
device's test points, vias, component . ,]’AE\]E\‘I’A“ ¥ 5 ik

pads, or connectors.

8838,  #88%e.  mande. :

= Made by famous hardware hacker Joe
Grand

Yo P =
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UART to USB Converter
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PCBite

kit with 4x SP10 probes and test wires |
Third Hand Tool | Rework Station |
Helping Hands Soldering | Circuit Board
Soldering Kit

Brand: PCBite
4.7 Wk k% dr v  49ratings

*172%

No Import Fees Deposit & FREE Shipping to Philippines Details v

Brand PCBite

Item Weight 0.88 Kilograms

Voltage 2.3E+2 Volts

Included 4x PCBite holders, 1x Large Base plate, SP10
Components probes with pin tipped test needles, Extra Set of

insulation washers, 5x Dupont to dupont wires,...
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BRUSCHETTA-board

OFF ON
(e

S1 — R 1@
=D L S 3
SELECT 2N = 2

" < R34
2| CST ~
g | Cx '

|| cso OFF OFF UARTO + UART1 BRUSCHETTA-Board
_ ON_ OFF UARTL + I2C + SPI-VCP v
%1 ""OFF ON  UARTL + I2C + SPI-HID xioanly Lol

ON ON . UART1 + JTAG

o=
-
os

123456780910

~ U4
oy [ -

R17 (@w " R20 %K
R16 uze R21 G&r

12C Socket

DN WA
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Compatible SOPS8 & SOP16 Adaptors

FC Baying High quality SOICES SOPE Test Clip For EEPROM S3CXX/2S50X00/2400K in-
3 circuit programming on USB Programmer TLE66CS TLESSA EZP20170

i oy o o W 5.0 43 Rewiews 178 Sold

2,21 € s.03¢

Color: Khalki

-

rogrammer Testing Clip SOP16 SOP SOIC 16 SOICTSE Pin IC Test Clamp SOP16
o DIPE Flash Clip for 2S series RTEBO9F TLS66CS TLS66A

#r i A A W 37 A6 Reviews 187 Sc

4 >1€ azoe

Color: SO16 to DIPS

-
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Usage Examples

= UART: screen /dev/ttyUSBO 115200
= JTAG: sudo openocd -f JTAG_OpenOCD.cfg -f target_device.cfg
= SWD: openocd -f SWD_OpenOCD.cfg -f target_device.cfg

= SPI: flashrom -p 12232 _spi:type=2232H,port=B -r firmware.bin (firmware
dump)
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Sub-1 GHz
antenna

TICC1101
chip

Flipper Zero

A Config JieRerl = Rt
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talks HackRF One with Portapack
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Rollback Attack on Toyota Wigo
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Rollback Attack

= A Rollback / Rolling-Pwn attack is not a List of Vehicles in the PH Car Hacking Scene Affected by Rollback / Rolling-
new replay attack against remote Pwn Attack
keyless entry systems and key fobs, but
a new term for time-agnostic replay
attacks despite having rolling codes.

= Some people have already disclosed .2017 Honda Brio \/ (Manufacturer Part Number: SWK49327)
this in the past, but researchers 4, Aftermarket Code Alarm CAT4P (FCC ID: HS0T66)
Levente Csikor and others published a
better PoC about it and its prevalence
in newer vehicles.

S - It has been observed that this was not reproducible in Flipper Zero but only in HackRF One.
(Reported to Toyota via Hackerone and was acknowledged)

6. 2010 Nissan Navara (FCC ID: KR55WY8462 | Fitments: 2007-2012)
= \We helped provide them with details 2017 Honda Mobilio RS NAVI (Tested by Aj Dumanhug)
about other affected vehicles. (Car
Hacking Village PH contribution)

8.2023 Toyota Rush (Reported to Toyota via Hackerone and was acknowledged)

a ADV (Motorcycle)

2019 (Motorcycle)



ot @

_t LH def key_pressed(key):
E s print(f"{key} pressed")

# Run the application
root.mainloop()

Real story, real hacks

# Create buttons for keys

keys =['Q",'"W','E",'R","T","Y",'U. 'I''O", 'P']

in the following keys:

[ button = tk.Button(root, text=key, width=5,

command=lambda k=key: key_pressed(k))
button.pack(side=tk.LEFT)

WHAT'S THISGQf 10/D0
WITH ME?S IETEL [

#PHT alks
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://elauto-spb.ru/ ©

Reference: https://www.blackhat.com/docs/eu-16/materials/eu-16-Sintsov-Pen-Testing-Vehicles-With-Cantoolz.pdf
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The Geely Hacks @ PH

We met one and by sniffing the CAN Bus while activating the voice
commands in one of their modded apps, we were able to spoof CAN bus
signals in opening and closing the windows of the vehicle, including spoofing
the sensors of the trunk and the hood.

HAVE YoU ME£ MEI?
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S done.sh e

C: > Users > shipcod3 > Documents > geely coolray S done.sh

a
cexport PATH=/sbin: /system/sbi rstem/xbin: /fsystem//bin

mount -—-o remount,rw JSsyster

cp /S/MNtSudisk2/ sysapps/ES.apk 'system)
chmod 644 /system/app/,/ES.apk

rm —rrf JSsystemSapp/KC2 Enginee

rm — it ;Sy:tem;app,{CZ_Englne:Pmode.odex

cp St /udisk2// sysapps/KC2 EngineerMode.apk /Sfsystem/app)
chmod 6441 /fsystem/app/KC2 EngineerMode.apk

rm —rft JSsystem//app/KC2 EcarxSettingwWidgetl.apk

rm - JSsystem/ /app/KC2 EFcarxSettinghWidget.odex

cp /Syt udisk2/sysapps,/KC2 EcarxSettingwWidget.apk /S/system/app),
chmod 641 (/system//app/KC2 EcarxSettingwidget.apk

rm -1 Ssystem/(/app/XCControlBoard.apk

rm —rft JSsystem//app/,/XCControlBoard.odex

cp /Syt /udisk2/sysapps/XCControlBoard.apk /S/system/app/
cp J/S/mMNnt/Sudisk2/sysapps/XCControlBoard .odex /system/app/
chmod 644 (fsystem//app/XCControlBoard.apk

chmod 641 (system//app/>XCControlBoard.odex

rm —rft JSsystem/Sapp/XCLauncher=.apk

rm -—-rf JSsystem/(app/XCLauncher=.odex

cp J/S/mMNt/Sudisk2/ sysapps/XCLauncher=3.apk /system/,app/
chmod 641 (/system//app/>XCLauncher=.apk
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The lesson

Always log everything you do like unlocking, spoofing, diagnostic sessions,
security session (SecurityAccess), ECU hard resets, etc: candump canO —I

; ‘ M—:l o
wlmn)r* *
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Learn Python with python-can

bus can.Bus(interface="'socketcan',
channel="'vcan0',
receive_own_messages=True)

message can.Message(arbitration_id=123, is_extended_id=True,
data=[0x11, 0x22, 0x33])
bus.send(message, timeout=0.2)

msg bus:
print("{X}: {}".format(msg.arbitration_id, msg.data))

notifier = can.Notifier(bus, [can.Logger("recorded.log"), can.Printer()])
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Meet pyV|t (archlved repo)
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Automate fuzzing with Python

Fla Actions Bt View Help
L

2ol [ emrbek et |

- s resge(fuz:_itevatiows):
 Gemerale ramion B-byte data

ata = [randen. rasstina(e, 233) for _ in remge(8))

® Creats 2 CAR wessage with the feaaed dats
sayg ~ cm fessagelarbitration Mecas id, data-data, in_sxtended_ifeFaise)

b . send{ mag)

prist("Sest massage sdth XD {hen(can_id)): Data (aata)”)
sxcept can.Camfrror:

print( “Sessage Lrassmission falles™)

 Exit & short tise bDetween sessages W0 aweid feading
time. sleepld.1)

M _sase__w *_sain_":
furz_can L8 _ooal)

r- | wfemrhoi/satens |
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Applying what we learned from fuzzing
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With my script, | discovered vulnerabilities In two cars
recently and reported them to ZDI

Case ID: shipcod30004, Case Status: OPEN

CASE OPENED

A case has been opened and added to the queue for review.

CASE INVESTIGATED

This case has been investigated.

CASE OFFERED

An offer has been made for this case. Please see our email for further details.

CASE CONTRACTED

This case has been officially contracted to the ZDI.

CASE REVIEWED

This case has been reviewed.
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Fuzzing is fun (autonomous mobile robot)
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Using msf's hwbridge

# hwbridge_connect.rc
# Author: @shipcod3

# This sample resource script will set up a web server
to bridge communications to a hardware particularl
an automotive, and will also establish a session to the
hwbridge server

# Generally used for Car Hacking with msf

# usage: msfconsole -r hwbridge_connect.rc

use auxiliary/server/local_hwbridge
set uripath testbus

run 1_' e 1 7 ; . ) ) 5 yn, defaults to connected b

nodule on.

use auxiliary/client/hwbridge/connect
e accelorometer and

set targeturi testbus

run

to connected bus
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Metasploit Modules for Car Hacking

posﬁ

msf6 > search automotive

Matching Modules

Tz

Name Disclosure Date Rank  Check Description

post/hardware/automotive/can_flood normal No CAN Flood

post/hardware/automotive/pdt normal No Check For and Prep the Pyrotechnic Devices (Airbags, Battery Clamps, etc.)
post/hardware/automotive/diagnostic_state normal No  Diagnostic State

post/hardware/automotive/ecu_hard_reset normal No ECU Hard Reset

post/hardware/automotive/getvinfo normal No  Get the Vehicle Information Such as the VIN from the Target Module
auxiliary/server/local_hwbridge normal No  Hardware Bridge Server

post/hardware/automotive/mazda_ic_mover normal No Mazda 2 Instrument Cluster Accelorometer Mover
post/hardware/automotive/canprobe normal No Module to Probe Different Data Points in a CAN Packet
post/hardware/automotive/malibu_overheat normal No Sample Module to Flood Temp Gauge on 2006 Malibu
post/hardware/automotave/identifymodules normal No  Scan CAN Bus for Diagnostic Modules

0
1
2
3
4
5
b
1
8
9

Interact with a module by name or index. For example
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Creating your own msf module (sample template)

(SR

oy B W

MetasploitModule < Msf::Post

~J

initialize(info={})
( update_info( info,

'Name' => 'Mazda 2 Instrument Cluster Accelorometer Mover',

'Description' => %q{ This module moves the needle of the accelorometer and speedometer of the Mazda 2 instrument cluster},

'License' => MSF_LICENSE,

'Author' => ['Jay Turla'],

'"Platform’ => ['hardware'],

'SessionTypes' => ['hwbridge']
))
register_options([

OptString.new('CANBUS', [false, "CAN Bus to perform scan on, defaults to connected bus", nil])
1)

B W N

~ O

I I QI NI NI I Y
Yy LN

run
client.automotive
print_error("The hwbridge requires a functional automotive extention")

print_status("Moving the accelorometer and speedometer...")
client.automotive.cansend(datastore['CANBUS'], "202", "6001606060606000")
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CANtot (Controller Area Network Tools of Trade)

= Github: https://github.com/shipcod3/cantot Pkt: 7DFH#O1 04
Unhandled mode/

e parked.
reset_mileage i This module clears diagnostic trouble codes and resets the mileage.
rx8_rpm_fuzzer 7 This module sends out CAN data to a Mazda RX8 instrument cluster.
spam_bus i This module will spam the bus with messages using an extended ID @xc@ffee.
tesla_disable_esp_abs i This module will inject UDS data frames though Gateway and disable ESP/ABS ECU at low speed on a Tesla Model S P85 and P75 in
2016(v7.1(2 .60) and v7.1(: )).
tesla_open_trunk i This module will open a trunk on a Tesla Model S P85 and P75 in 2016(v7.1(2.28.60) and v7.1(2.3 e
uds_fuzzer 7 This module sends diagnostic session control to discover UDS ids.
uds_sec_access i This module will scan a vehicle for UDS services using Security Access.

cantot >
cantot (
cantot (

Module options

Name Value Required Description

ARBID 2015 Y Arbitration ID (Default: @x7DF)
INTERFACE wvcan@ Y CAN interface

cantot ( ) >
[*] Clearing diagnostic trouble codes and resetting the mileage
cantot (
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e
banners
commands
modules
__pycache__
candump.py
canfuzz_sids.py
cherokee kill_brakes.py
cherokee kill_engine.py
cherokee_turn_steering.py
diagnostic_state.py
ecu_hard_reset.py
ford escape door_ajarSpoof.py
ford_escape kill_engine.py

honda_car_lock_and_unlock.py

ignis_zeta_fuel_seatbelt_spoof.py

jeep_wrangler_evicsend.py
kill_bus.py
malibu_overheat.py

mazda2 _ic_fuzzerpy
mazda_ic_mover.py
pdo_input_output_controller.py
peugeot207_ic_fuzzerpy
peugeot207_ic_mover.py
peugeot207_ic_reboot.py
prius_park_killEngine.py
reset_mileage.py
rx8_rpm_|
L= L
tesla_disable esp_abs.py

fuzzerpy

spam_b

Sample Code Snippet

4P tesla_open_trunk.py cherokee_kili_brakes.py

1 |from sploitkit import
import can

cherokee kill brakes(/

config

INTERFACE
CAN interface

E
1)
def run(self):
s = can.interface. (bustype="socketcan", annel=
("[+] Starting a diagnostic session with the ABS
msg = can. (arbitration id=0x18DA28F1, data
try:
{msg)

[#] Bleeding all the brakes
(arbitration id=
(arbitration id=
(arbitration id=

at maximum")
0x18DA28F1l, da
0x18DA28F1, da
0x18DA28BF1, dat

= can.
can.
can.
(msg2)
(msg3)
(msg4)

Message no stopping the attack

x02, G'xlO 0x63,0,0,0,0,0], is

car is moving.
significant

.config. (' INTERFACE') .value)
ECU. )

extended id=

0x64,0x64], is
0x64,0x64], is
extended id=

=[0x10,0x11,0x2F, 8x5A, 0xBF, 0x03,
“—[@xb4 0x64,0x64,0x64,0x64,0x64,
a=[0x64,0x64,0x64,0,0,0,0, lE)] is

)
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Wanna learn more?

Join the Global Vehicle Cybersecurity Competition soon, but first step right
up at / Proving Grounds

Challenges

VSEC Garage: UDS Challenge

Simulation VIN Startup Message



https://vsec.blockharbor.io/
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Aug. 22 - 25 | Aug. 29 - Sept. 1, 2025 | Virtual + Global

Sharpen your offensive and defensive SDV
cybersecurity skills in this CTF-style
competition!
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f : import numpy as np

l I I ! import matplotlib.pyplot as plt

# Display the cube and voxel
count

fig, ax = plt.subplots
(subplot_kw={"projection™: "3d"})
ax.voxels(cube, edgecolor='k’)
ax.set_title(f"Cube with
{np.count_nonzero(voxels)}
voxels")
plt.show()
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