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Car Hacking



• Principal Security Researcher at VicOne

• Organizer of Car Hacking Village Philippines

• ROOTCON CFP Review Board and Goon

• Team lead of hacking team “Peenoise” which won 3rd

place in SPIRITCYBER-24 IoT / OT Hackathon in
Singapore.

• One of the admins of ADDVulcan, Hack A Sat 2020 4th

placer and finalist.

• Metasploit contributor

whoami



Simulators (we all know this)
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But how about building 
our labs for research?
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How we started in 2018

- ECU simulators and ECU 
Anomaly Detection System 
(ADS from Amynasec Labs).

- Instrument Clusters that we 
reverse-engineered

- Running ICSIM with a PS4 
controller on an old mini-
computer



How we roll now



My Background: Pentester

▪ I tried picking up old hardware and practiced 
self-paced IoT and Hardware Hacking

▪ IoT and Hardware Hacking is not just about 
tinkering with the hardware; think about the 
cloud and the web services that it connects to.



Another one



Same with cars



Remember the Nissan Leaf Fiasco?

The VIN was used for authorization purposes in controlling some of the 
features (ex., Check Climate Control)

https://[redacted].com/orchestration_1111/gdc/RemoteACRecordsRequest.ph
p?RegionCode=NE&lg=no-NO&DCMID=&VIN=SJNFAAZE0U60XXXXX

- The whole API is unauthenticated and only requires the VIN to target a 
vehicle.

Credits: https://www.troyhunt.com/controlling-vehicle-features-of-nissan/



Build a Team

▪ Find a mentor (#carhacking)

▪ Find colleagues interested in setting up a Car Hacking Village or 
a Car Hacking Lab

▪ Ideal Team of Hackers, Electronic enthusiasts or hobbyists, and 
someone who has basic knowledge of automotive

▪ Talk or email one of the guys from the @CarHackVillage like 
@mintynet, @carfucar, @d0rkv4d3r or I can also refer you to 
them 



Learn Basic Electronics



Next up learn Hardware Hacking 

Reference: 
https://github.com/arunmagesh/hw_hacking_cheatsheet/blob/master/cheatsheet_0.1.pdf



Baby steps? Hack with UART



Modifying 
an EV 
Charger is 
also part of 
Automotive 
Research



Your EV Charger is our Attack Tool

https://vicone.com/blog/exploiting-the-emporia-ev-charger-a-hackers-point-of-view



My Inspiration: Car Hacking 
Village



Got some IVI and Clusters?

Instrument Cluster w/ Nano-Can Code Execution via USB on an IVI



IVI Hacking



Where to get some parts? Example



And another one



Get a good power supply unit



Look for sketches and diagrams (OSINT)



Make sure to get the correct wiring harness and pinouts



Got a STM32? Turn it into a RAMN single board!

https://vicone.com/blog/replicating-ramn-using-a-single-stm32-board-a-hands-on-exploration



Got more budget? Prototype a Full RAMN Board



Most IVIs have USB, so do some USB Fuzzing



Invest in some Tools and 
Hardware, not just for 

interacting with CAN but 
for other attack surfaces



CANable

▪ Probably one of the 
cheapest and good quality 
USB CAN devices out there

▪ Price range: 5 – 15 USD 
(AliExpress)



Jtagulator

▪ Open-source hardware hacking tool 
that assists in identifying on-chip debug 
(OCD) interfaces from an electronic 
device's test points, vias, component 
pads, or connectors.

▪ Made by famous hardware hacker Joe 
Grand



UART to USB Converter



PCBite



BRUSCHETTA-board





Usage Examples

▪ UART: screen /dev/ttyUSB0 115200

▪ JTAG: sudo openocd -f JTAG_OpenOCD.cfg -f target_device.cfg

▪ SWD: openocd -f SWD_OpenOCD.cfg -f target_device.cfg

▪ SPI: flashrom -p ft2232_spi:type=2232H,port=B -r firmware.bin (firmware 
dump)



Bus Pirate 5



Flipper Zero

Sub-1 GHz 
antenna

TI CC1101 
chip



HackRF One with Portapack



Rollback Attack on Toyota Wigo



Rollback Attack
▪ A Rollback / Rolling-Pwn attack is not a 

new replay attack against remote 
keyless entry systems and key fobs, but 
a new term for time-agnostic replay 
attacks despite having rolling codes.

▪ Some people have already disclosed 
this in the past, but researchers 
Levente Csikor and others published a 
better PoC about it and its prevalence 
in newer vehicles.

▪ We helped provide them with details 
about other affected vehicles. (Car 
Hacking Village PH contribution)
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Real story, real hacks
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Unauthorized CAN Access

Reference: https://www.blackhat.com/docs/eu-16/materials/eu-16-Sintsov-Pen-Testing-Vehicles-With-Cantoolz.pdf



The Geely Hacks @ PH

We met one and by sniffing the CAN Bus while activating the voice 
commands in one of their modded apps, we were able to spoof CAN bus 
signals in opening and closing the windows of the vehicle, including spoofing 
the sensors of the trunk and the hood.





Demo



The lesson

Always log everything you do like unlocking, spoofing, diagnostic sessions, 
security session (SecurityAccess), ECU hard resets, etc: candump can0 –l



Learn Python with python-can



Meet pyvit (archived repo)



Automate fuzzing with Python



Applying what we learned from fuzzing



With my script, I discovered vulnerabilities in two cars 
recently and reported them to ZDI



Fuzzing is fun (autonomous mobile robot)



Using msf’s hwbridge

# hwbridge_connect.rc

# Author: @shipcod3

# This sample resource script will set up a web server 
to bridge communications to a hardware particularly 
an automotive, and will also establish a session to the 
hwbridge server

# Generally used for Car Hacking with msf

# usage: msfconsole -r hwbridge_connect.rc

use auxiliary/server/local_hwbridge

set uripath testbus

run

use auxiliary/client/hwbridge/connect

set targeturi testbus

run



Metasploit Modules for Car Hacking



Creating your own msf module (sample template)



CANtot (Controller Area Network Tools of Trade)

▪ Github: https://github.com/shipcod3/cantot



Sample Code Snippet



Wanna learn more?

Join the Global Vehicle Cybersecurity Competition soon, but first step right 
up at vsec.blockharbor.io / Proving Grounds

https://vsec.blockharbor.io/


Sharpen your offensive and defensive SDV 
cybersecurity skills in this CTF-style 

competition!

Aug. 22 – 25 | Aug. 29 – Sept. 1, 2025 | Virtual + Global
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Thank you


