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Over 20 years of experience in IT security.

● Previously worked at SEC Consult, Kaspersky and AWS
● Bug bounty hunter with a strong focus on vulnerability research

About me



● Fuzzing
● Java
● PHP
● Web3

Areas of Interest



● Java is one of the most widely used programming languages in the world, and many vendors across various 
industries rely on it for building applications, platforms, and systems (Oracle,Google,Amazon)

● High-profile incidents like the Log4Shell vulnerability (CVE-2021-44228) have demonstrated how JVM-related 
exploits can disrupt global systems, highlighting the critical need for robust security measures.

● Security-critical applications (banking, government, IoT and Mobile Phones)

Why Java Security Matters?



● Java is a platform-independent programming language.
● Java code is compiled into bytecode, which is not directly executed by the operating system.
● The Java Virtual Machine (JVM) interprets and executes the bytecode
● "Write Once, Run Anywhere" philosophy has made Java a cornerstone of modern software development
● JVM provides features like automatic memory management (Garbage Collection) and runtime optimizations (JIT

Compilation)

Java and the Java Virtual Machine (JVM)



When we talk about Java in this presentation, we are not just referring to the Java programming language itself. 
Instead, we mean the broader JVM ecosystem, which includes:

● Java
● Scala
● Kotlin
● Groovy
● Clojure
● JRuby

Understanding Java in This Context



Java is designed to be platform-independent, but for performance-critical tasks, it integrates native code written in C 
or C++. This helps optimize execution speed by leveraging system-level optimizations.

● JPEG & Image Processing: Java uses native libraries like libjpeg for efficient image decoding, resizing, and 
manipulation.

● Cryptography: Java’s security libraries (e.g., OpenJDK’s sun.security.provider.NativePRNG) use native 
implementations for encryption and random number generation.

● Graphics & UI: JavaFX and AWT use native rendering pipelines for better performance.
● I/O Operations: The Java NIO (New Input/Output) framework uses direct memory access and system calls via 

native code for fast file and network handling.

Java and native code



There can be different implementations of common JVM built-in components.

Java and native code



Most vendors have their own JVM implementations.

● Oracle HotSpot JVM
● OpenJDK JVM
● Amazon Corretto
● Azul Zulu
● GraalVM
● IBM J9
● SAP JVM
● Red Hat OpenJDK

JVM implementations



● Bytecode execution
● Just-In-Time (JIT) compilation
● Garbage Collection (GC)
● Native interface (JNI)
● Class loading & sandboxing

Overview of JVM Attack Surface



● Attackers may exploit vulnerabilities within the application logic, business logic flaws, or insecure third-party
libraries used within the app.

● Common entry points include:
○ input validation
○ deserialization
○ improper access control
○ unsafe interactions with external systems.

Java application as an attack surface



Basics of Fuzzing
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Automated input generation to detect crashes, memory corruption, or security vulnerabilities.

An Introduction to Fuzzing



Simple steps



● Dumb vs Smart
● Coverage-guided fuzzing (e.g., libFuzzer, AFL)
● Symbolic execution and hybrid fuzzing

Types of Fuzzing



Coverage-guided fuzzing



Symbolic execution



● Native crashes
● Memory leakage
● Infinite loops

Artifacts of Fuzzing



Enhancing Test Effectiveness through Code Coverage via Code Instrumentation

Coverage-Guided Fuzzing



Static Instrumentation



● LibFuzzer (llvm clang)
● AFL clang/gcc

Static Instrumentation



Black-box Fuzzing: Testing without knowledge of internal code. Runtime instrumentation

● DynamoRIO
● WinAFL
● QEMU
● Intel Instrumentation and Tracing Technology

Dynamic Instrumentation



● PREFERRED: Standalone libraries (easier to isolate and test)
● YES: Parsers and loaders (high-risk attack surface)
● NO: Targets with outgoing network activity outside the fuzzing environment
● REQUIRED: Deterministic behavior (no random data that prevents reproducibility)
● WITH CAUTION: APIs that can block processes (e.g., wait/select/read...)
● WITH CAUTION: Cache mechanisms (may affect fuzzing efficiency and results)

Fuzzing: What Should (Not) Be Fuzzed



Fuzzing the JVM: 
Challenges & Approaches
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JVM bytecode



● Fuzzers need feedback from executed code to generate better test cases.
● Instrumenting bytecode execution provides coverage-guided feedback.
● Improves fuzzing efficiency by focusing on executed Java code paths rather than entire JVM.

Instrumenting VM Code Instead of the VM



● Memory safety issues vs logic bugs
● Garbage collection affecting fuzzing results
● Memory consumption by static variables
● Race conditions

Unique Challenges in Fuzzing JVM



Challenge



● Fuzzing Bytecode Interpreters
● Deserialization/Parser/Readers
● Java Native Interface (JNI) Fuzzing
● Generating and Executing Random Java Code to Identify Bugs

Approaches to JVM Fuzzing



● Jazzer (Java Fuzzer)
● JQF
● AFL++ with Java Bytecode
● SymQEMU + JVM
● Custom harnesses with libFuzzer

Existing Tools for JVM Fuzzing



https://github.com/CodeIntelligenceTesting/jazzer

https://www.code-intelligence.com/

Jazzer

https://github.com/CodeIntelligenceTesting/jazzer


Jazzer. Results



Case Studies of JVM 
Vulnerabilities

04



● Binary: Memory corruption, native code execution…
● Logical: type confusion, deserialization flaws, SQL injection...

Vulnerability Types



Vulnerabilities: Binary



Vulnerabilities: Logical



Multiple naive heap corruption vulnerabilities in AWT (via Apache Batik)

~15 different native crashes and DOS

Java AWT



Java AWT. SVG



Java AWT. Code generation



Freetype (heap-buffer-overflow)



Apache Xerces Java Parser



Apache Xerces Java Parser



Apache Parquet Parser



Setting Up a JVM Fuzzing 
Environment
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● Mutators
● Sanitizers
● Memory exhausting
● Corpus exhausting

Jazzer Fuzzing Challenges



1. Deserialization
2. ExpressionLanguageInjection
3. FilePathTraversal
4. LdapInjection
5. OsCommandInjection
6. ReflectiveCall
7. RegexInjection
8. ScriptEngineInjection
9. ServerSideRequestForgery
10. SqlInjection

Built-in Jazzer Sanitizers



● Crashes and logs
● Reproducing and debugging
● Writing Proof-of-Concept (PoC) exploits

Running and Analyzing Results



Future of JVM Security & 
Fuzzing
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● Difficulties in achieving deep coverage
● Difficulties in finding the proper entry point

Limitations of Current Fuzzing Techniques



● AI-powered fuzzing techniques
● Hybrid fuzzing with symbolic execution

Next Steps in JVM Fuzzing



Conclusion
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● JVM is a high-value target for attackers
● Fuzzing is effective for finding hidden weaknesses
● Combining fuzzing with other techniques enhances security
● Fuzzer is NOT a standalone solution; it's a building block for creating a custom one

Key Takeaways



Mail: spacewasp1982@gmail.com

Linkedin: https://me.linkedin.com/in/sergey-temnikov-65b47729

Contacts

mailto:spacewasp1982@gmail.com
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