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WHOAMI



Internet of Things?

”Smart” devices that talk to each other (too much)

Gadgets that collect data, even when you don’t want to

Everyday objects + Internet
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Common Issues

https://www.wattlecorp.com/owasp-iot-top-10/



Embedded Vuln Research



Getting the firmware

VENDOR GOOGLE MITM
HW

INTERFACES

HW

COMPONENTS



From the vendor



With a bit of luck



OTA Update

IoT Device

Firmware.bin

Router



OTA MitM Attack

IoT Device

Firmware.bin

RouterAttacker



OTA MitM Attack



Going after the HW

 Getting the firmware the [hard] way 

Open up the device

Identify interesting areas

Hook up

Extract
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Going after the HW

 Getting the firmware the [hard] way 



Firmware Analysis

Bootloader Kernel File System => Linux



Firmware Analysis

Bootloader Kernel / App Additional

Files
=> RTOS



Firmware Analysis

# binwalk –Mre <firmware.bin>

Unpacking the firmware

# grep -rE 'system\(|popen\(|exec(|ve|vp|vpe)\(|sprintf\(' /bin /sbin /usr/bin /usr/sbin /opt

Quick search for potentially interesting binaries/scripts



Fuzzing 101

An automated method for 

feeding a target with input to 

identify those that lead to 

unexpected conditions.



Fuzzing 101

cat /dev/random > input_test.pdf

./pdf_reader input_test.pdf

# did it crash?



Fuzzing 101

TL;DR;

Triggers Buffer Overflow if the input 

file starts with PHDAYCAIRO.



Fuzzing 101



How ![to fuzz]



How ~[to fuzz]



AFL Steps

Compile an 
instrumented
version of the 

target using AFL’s
version of gcc or 

clang.

Prepare your 
corpus directory 
by populating it 
with valid input 
files, as small as 

possible.

Start fuzzing, 
leaving it working 

for a few 
min/hours/days/m
onths, waiting for 
potential crashes

Analyze the 
crashes, identify 
the root cause 

and verify 
exploitability.

Write your PoC

Fuzzing 101

1 2 3 4 5



AFL The Great

AAA

Mutator

Input 

Queue

LGK

EAE

FFF

EEE

Target

ABA

AB!

)XE

E%A

ELF

Monitor

ELF
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AFL The Great

cmake –DCMAKE_CXX_COMPILER=afl-g++ -DCMAKE_C_COMPILER=afl-gcc
make

afl-gcc fuzzme.c

CC=afl-gcc CXX=afl-g++ ./configure
make

afl-g++ fuzzme.cpp



AFL The Great

afl-fuzz –i input_files –o output ./target_binary -a @@

afl fuzzer
binary

location for 
input files

crashes / 
results

target binary

Cmd line arguments 
placeholder



AFL The Great



How ~[to fuzz]
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How ~[to fuzz]

QEMU

.ELF



AFL The Great

?

sudo chroot . ./qemu-arm-static /usr/sbin/target input_file

Changing the root 
directory for a process

User mode 
qemu

The target binary



AFL The Great

QEMU_LD_PREFIX=. afl-fuzz –Q –i in – out -- ./usr/sbin/target @@

Telling AFL where to 
find the libs

QEMU mode



AFL The Great

ALRIGHT, BUT.. 

WHAT IF…





AFL The Great



AFL The Great

gcc –fPIC –shared –o bypass.so bypass.c –ldl –D_GNU_SOURCE

LD_PRELOAD=./bypass.so ./target input_string



AFL The Great

QEMU_LD_PREFIX=. AFL_PRELOAD=./bypass.so afl-fuzz –i in –o out –Q ./target

Telling AFL where to 
find the libs

Our custom library

Equivalent to 
LD_PRELOAD, but in 
the context of AFL



AFL The Great

RIGHT.. BUT.. 

WHAT IF (AGAIN)…



AFL The Great

Network

Fuzzer Target

input inputinputinput input

Feedback



AFL The Great



AFL The Great

QEMU_LD_PREFIX=. AFL_PRELOAD=./libdesock_dup.so afl-fuzz –i in –o out –Q ./target

Telling AFL where to 
find the libs

Our custom library

Equivalent to 
LD_PRELOAD, but in 
the context of AFL



AFL The Great

LET’S SCALE :)



AFL The Great
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AFL The Great



A straightforward example

https://securelist.com/smart-pet-feeder-vulnerabilities/110028/
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A straightforward example

https://securelist.com/smart-pet-feeder-vulnerabilities/110028/

arm-buildroot-linux-uclibcgnueabi-gcc -Wall -fPIC -shared -o hook.so
hook.c -ldl -D_GNU_SOURCE

LD_PRELOAD=./hook.so QEMU_LD_PREFIX=. afl-fuzz -t 2000 -Q -i in -o out
-- ./usr/sbin/mqtt_alex @@



A straightforward example

https://securelist.com/smart-pet-feeder-vulnerabilities/110028/



Conclusion

https://github.com/AFLplusplus/LibAFL

Cool stuffs we haven’t mentioned

Snapshot fuzzing

Structure fuzzing

libAFL
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A few code samples

github.com/winsl0w-io/PHTCairo2025


