def key_pressed(key):
print(f"{key} pressed")

# Create the main window
root = tk.Tk()
root.title("Simple Keyboard")

Breaking into Io
From Analysis to
Fuzzing

Roland Sako; Security Researcher

WINSLOW.10

: keyS - [IQI, I\NI' IEI, IRI’ ITI, IYI’ IUI, -||’ IOI’ -P-]
Cairo in the following keys:

button = tk.Button(root, text=key, width=5,
IJHE :@ H: H:i g command=lambda k=key: key_pressed(k))
button.pack(side=tk.LEFT)

posﬁg/c



=S \WHOAMI

= Roland Sako; Geneva; Switzerland;

Network & Security Lecturer @[University of
Applied Science Geneva]

Security Research, training development @[WinslOw.io]

Vulnerability Research @[Kaspersky ICS CERT]
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"Smart"” devices that talk to each other (too much)

Gadgets that collect data, even when you don’t want to

Everyday objects + Internet
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Common Issues

OWASP loT TOP 10 A

Weak, Guessable, or Hardcoded
Passwords

Lack of a Proper Privacy Protection

Insecure Network Services Insecure Data Transfer and Storage

Insecure Ecosystem Interfaces Absence of Device Management

Lack of Secure Update Mechanism Insecure Default Settings

Using Insecure or Outdated Lack of Physical Hardening
Components

https://www.wattlecorp.com/owasp-iot-top-10/
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From the vendor

Q}RKING

SMART HOME BUSINESS PROVIDERS OUR SECURITY TAPO

Download Center

For firmware, drivers, user guide, utility or any other download resources, please select the p
search engine or the tab list.

Please note: The products of TP-Link partly contain software cade developed by third parti|
the GNU General Public Licence ("GPL"), Version 1/Version 2/Version 3 or GNU Lesser Gene
the respective software condition to following the GPL licence terms.

You can review, print and download the respective GPL licence terms here. You receive the
software used in TP-Link products for direct download and further information, including a lig
software code under GPL Code Center,

The respective programs are distributed WITHOUT ANY WARRANTY; without even the impli
FITNESS FOR A PARTICULAR PURPOSE. See the respective GNU General Public License fo

Type:
All

Model Number:

Type your model here (e.g., Archer C7 or C7)

? | How to find the model number of your TP-Link device

LUV EA VAN AN BN

sy

ank NETWORKING

Downicad Center

Support Videos

FAQs.

TP-Link Community

Contact Technical Support

Repiacement & Warranty

TP-Link Emulators

Compatiility List

GPL Code Center

SMART HOME BUSINESS PROVIDERS OUR SECURITY TAPO STORE \

Download for TL-WR841N V14.80

Piease choose hardware version
V1480

> How to find the hardware version on a TP-Link device

IMPORTANT: Model and harchware version availabiity varies by region. your TP-Li i
ity

Manual
GPL Code

Firmware

A = update can resoive iSsuss that the. may have and improve its curent performance

To Upgrade

o porace talures, please read ¥ ] o g with the. v

« Please upgrade firmware from the local TP-Link official website of the purchase location for your TP-Link device,
atherwise it will be against the warranty. Please clich here to change site If necessary.

= Piease verify the hardware version of your Gevice for I o, Wrong firmase upg Gevice s
void the wamanty.

+ Do NOT turn off the pawer during the upgrade process, as it may cause permanent damage to the product.

More

TL-WRE4TN(US)_V14.8_241230

Published Date: 2025-01-21 Language: English File Size: 472 MB
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With a bit of luck

Google

TL-WR841N firmwar]

tl-wr841n firmware

tl-wr841n firmware update
tl-wr841n firmware dd-wrt
tl-wr841n firmware download
tl-wr841n firmware v9
tl-wr841n firmware v8
tl-wr841n firmware v7
tl-wr841n firmware v10

-k-



o:ﬁ%,f‘ OTA Update

Firmware.bin

A\ 4
> Router

loT Device <



=% OTA MitM Attack

< | AttaCker | ={ J




=% OTA MitM Attack

200 960.1225156821
2 160 3
202 980.327169508
283 980.327178230
264 980.301654733
285 989.306179569
286 989,398966331
287 98%,.531876817
268 989.53168389313
289 989.570189218
210 089.571259630
211 980.572720894
212 989.738898203
213 989.775496854
214 989.942868518
215 98%.954486974
216 989.954496868
217 98%.585890268
21B 989.986955897
219 999.148823752
220 998.885329615
221 998.959653847
222 998.991609561
223 998.157950611
224 995.195799292

3.231,1306,7
3.231,1686,7
192.168.12.263
192.168,12.283
192.168,12.283
3.231.286,7
3.231.186.7
192.168,12.283
192.168.12.283
192.168.12.283
3.231.186.7
192.168.12.283
3.231.1686.7
3.231.186.7
3.231.186.7
192.168.12.283
192.168.12.2683
3.231.186.7
192.168.12.283
192.168.12.1
192.168.12.263
52.217.198.144
182.168.12.283

192.168.12.283

192.168.12.283
192.166.12,293
3,231.1686,7
3.231.1686.7
3.231.166.7
192.168,12.283
192.168,12.283
3,231.1686.7
3,231.1266.7
3.231.186.7
192.16€8,12.2683
3.251.186.7
152.168.12.283
192.168.12.283
192.168.12.263
3.231.186.7
3.231.186.7
192.16E.12.263
182.168.12.1
192.168.12.283
52.217.198. 144
192.168.12.283
52.217.198.144

HTTP/JSON
TP
TcP

TCP
TCcP
TCP
TCP
TcP
TCP
HTTP/JS0N
TCP
HTTP/JSON
TP
TCP
TCP
TCP

TcP
TP
TCP

= — — > - o Wil N\
dRJOmMRE I«2EFE . QAQQE
I.l“."."'v’Jll:::_i,-.' filter Cirdt N
No. Time Source Destination. _Protocol _tength Info
186 981.797493863 192,166.12.203 52.86.88.211 TLSv1,.2 123 Application Data
189 961.954210600 52.86.68.211 192.168.12.203 TLSv1.2 123 Application Data
190 982,127656423 102.168,12.263 52.66.688.211 TCe 54 56160 - 9883 [ACK] Seqe=9176 ACk=7659 Win=1834 Len=0
191 987.093240754 Intel Bd:ce:Bc Intellirocks 82:aa:. ARP 42 who has 192.168,12.2837 Tell 162.168,12.1
192 967.113423042 Intellirocks 82:aa:. Intel Bd:ce:fc ARP 42 192.168,12,203 15 at d4:ad:fc 62:aa:07
193 986.549207315 102.168,12.263 162,168.12.1 DNS 73 Standard query @x5875 A app.govee.com
194 088.549287806 192,166,12,263 162.166.12.1 DNS 73 Standard query @x58T5 A app.govee.com
195 968 ,713262400 162.166.12.1 192,166,12.263 DXS 169 Standard query response 0x5975 A app.govee.com A 3.231.106.7 A 34.203.99,187 A 34.207,10,56 A 52.203.192.153 A 3.218,204.125 A
196 986.751035743 192.166,12,203 3,231.166,7 TP 58 56170 - 80 [SYN] Seq 0 Wins2029 Lens@ MSS+1460
197 966.917741706 3,231.186,7 192,166.12.283 TP 56 80 . 56170 [SYN, ACK] Seqe@ Ack#1 Win=26883 Len=0 MSS=1452
196 966.956468293 192.168,12,283 3.231.106.7 TCcP 54 56170 . 80 [ACK] Seqs1 Ack=1 Win=2928 Len=0
’ 199 0968.957849560 192.168.12.263 3.251.106,7 TCce 234 56170 . 80 [PSH, ACK] Seq=1 Ack=1 Win=292@ Len=1B4 [TCP segment of a reassembled PDU]
3.231,3686.7 TcP

54 80 . 56170 [ACK] Seq=1 Ack=181 Win=27872 Len=@

T /dovice
54 8D - 56470 |
796 HTTP/1.1 206

54 56170 . 80 [ACK] Seq=330 Ack=743 Win=2178 Len=@

54 56170 . 86 [
$8 56171 . 88

58 80 . 56171
54 80 . 56170
54 56171 . 80

54 56178 . 89
288 56171 . 88
54 80 . 56171
216 POST /bff.de

54 80 . 56171 [ACK] Seq=1 Ack=389 Win=28944 Len=8

466 HTTP/1.1 280
54 80 . 56171
54 56171 . a8
54 56171 -, 88
54 80 -, 56171
76 Standard gue

284 Standard gue
58 56172 - 89
58 80 . 56172
54 56172 . g8

ACK] Seg=1 Ack=147 Win=27872 Len=8

ACK) Seqg=414 Ack=3168 Win=28944 Len=0

ACK] Seg=1 Ack=1 Min=2928 Len=8 J

/TS faChe (application/1son)
ACK] Seq=1 Ack=339 Win=28944 Len=0
0K , JSON (application/json)

FIN, ACK] Sag=339 Ack=743 Win=2178 Len=g¢

SYN] S00=8 Win=2020 Lon=0 M5S=1450

SYN, ACK] Seq=8 Ack=1 Win=26883 Len=6 M55=1452

FIN, ACK] Seq=743 Ack=348 Win=28944 Len=8

ACK] Seq=1 Ack=1 Win=292@ Len=0

ACK] S0g=348 Ack=744 Win=2177 Len=98

PSH, ACK] Seq=1 Ack=1 Win=2928 Len=146 [TCP segmwent of a reasseabled PDU)

vice/vi/config/gateway/group HTTP/1.1 , JSON (application/json)

, JSON (application/json)
FIN, ACK] Seq=413 Ack=309 Win=28944 Len=8
ACK] Seq=309 Ack=414 Win=2587 Len=8
FIN, ACK] Seq=309 Ack=414 Win=25@7 Len=9

ry @xebb2 A =3.amarzonaws.com
ry response Oxeb82 A s3.anazonaws.com A 52.217.198.144 A 16.182.72.16 A 16.182.107.176 A 52.216.60.128 A 52.216.25.]
SYN] Seq=0 Win=2320 Len=8 MS5:1450

SYN, ACK] Seq=0 Ack=1 Win=2920 Len=0 M55=1432




Do hack

fal= Going after the HW

= Getting the firmware the way ©

Open up the device

Identify interesting areas

Hook up

Extract
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"I'll return it next time in the office”
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"I'll return it next time in the office”



Do hack

fal= Going after the HW

= Getting the firmware the way O

Open up the device

|dentify interesting areas

Hook up

Extract
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ConnectS @& BOSCH

GIAI (8004)40547311000000000000054
ICCID  89490200001089641164 SN

IMEI 864547033314118 HV

Type  3843.AU0.424 D
FCC-ID 2AOSY-CONNECTO1

+)- 12.28V/max. 04A/5

UN 3481| 192 Wh

Made in Germany

odel : RZ35-0259

u.s.
C FCC ID: RWO-RZ350259

IC: 8092D-RZ350259
CAN ICES-3(8) / NMB-3(B)

European
Union

Australia &
New Zealand
Taiwan
( CCAF184G0500T4

HUBHERE WEEER
SARTEEE{H2.0W/Kg I ERE
i : 0.628 W/kg ERIBRE R
wERN

Singapore
g2p! Complies with

IMDA Standards
DA104511
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LED BULB(Color) YLDPO3YL i Hen  Seah
120V 60H7 140mA "
600im 9W YYWW Exhibits
] 700K“6500K All
FCC ID:2ABEU-YLDPO3YL

Submitted
M AC _ X X X X x ){: X X X X XX Document Type Available
Madein Ching Users Manual Users Manual 2016-12-08
CAUTION—SU'TABLE FOR DAMP Adobe Acrobat PDF (912 kB) 2016-12-08
LOCATIONS NOTFOR USE IN Setup Photos Test Setup Photos 2016-12-08
Adobe Acrobat PDF (103 kB) 2016-12-08
TOTALLY ENCLOSED LUMINAIRES =
DO NOT USE WITH D|MMERS Test Report Test Report 2016-12-08
Adobe Acrobat PDF (1114 kE)
RF Exposure RF Exposure Info 2016-12-08
Adobe Acrobat PDF (112 kB) 2016-12-08
Int Photos Internal Photos 2016-12-08
Adobe Acrobat PDF (847 kE)
FCC ID Label ID LabellLocation Info 2016-12-08
Adobe Acrobat PDF (308 kB)
Ext Photos External Photos 2016-12-08
Adobe Acrobat PDF (1323 kB)
b Confidentiality Letter Cover Letter(s) 2016-12-08
= Adobe Acrobat PDF (20 kB) 2016-12-08

o
8
L
]
S
8

g B
? H
B
F H
g

Letter POA Cover Letter(s)
Adobe Acrobat PDF (15 kB)

Schematics Schematics
Adobe Acrobat PDF (395 kB
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fal= Going after the HW

MASTER SLAVE
SCK & SCK
MOSI L= MOSI
MISD S MISD
Master to Slave Slave to Master .,
- next byte
SCK
1)) Master
., EoH
b W, ¥ MOSI
! Master-Out
&y -
MISO
Master-In

Slave-Ouit
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Chip Safari

D -

Google it
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ATTIFY BAODSE V2.8

Going after the HW

FTeD® o
JUREG

0000000000

¥ geaeacicacacrcach
i dwe

-
2 Xiern

e
P

HHKATTIFY.CON

OFFENSIVE 10T EXPLOLIATION

5 08010203040806 07

wa0oc U2

pi@icbm: sudo flashrom -p linux_spi:dev=/dev/spidev0.0,spispeed=8000 |-c S25
@ -r S25FL128P-dump.bin

flashrom pl.0-65-ga9a@3cc-dirty on Linux 4.9.35-v7+ (armv7l)
flashrom is free software, get the source code at https://flashrom.org

Using clock_gettime for delay loops (clk_id: 1, resolution: 1ns).

Found Spansion flash chip "S25FL128P 0" (16384 kB, SPI) on linux_spi.
This flash part has status UNTESTED for operations: PROBE READ ERASE WRITE
The test status of this chip may have been updated in the latest development
version of flashrom. If you are running the latest development version,

please email a report to flashrom@flashrom.org if any of the above operations
work correctly for you with this flash chip. Please include the flashrom log
file for all operations you tested (see the man page for details), and mention|

which mainboard or programmer you tested in the subject line.
Thanks for your help!

Reading flash... done.
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Bootloader Kernel File System => L| NuUX

ac
acl
ash -> busybox
ated

base64 -> busybox

015 busyb
5 cat -> busybox
chgrp -> busybox
chmod -> busybox
- busybox
busybox
busybox
busybox
busybox
dmesg -> busybox
dnsdomainname -> busybox
echo -> busybox
egrep -> busybox
false -> busybox
fgrep -> busybox
flash_check.sh
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Bootloader  Kernel / App Additional => RTOS

Files

DECIMAL HEXADECIMAL DESCRIPTION

4548 X path: /hon
9388 DX 2 J path: /hom
9948
10160
10412

403f

0000 0000 0080 0060 00ad O

0000 000 1414 1497 0000 000D 0000 0000 ooes

6060 0000 4800 0000 4800 600D 4800 0060 Ho..H...H

4800 6000 4800 0000 4860 000D 480C 0000 H...H...H...H
4b41 5350 4552 534p 0 ....KASPERSKY

L 8233 0d40 530 6d. ca
2131 0d40 5333 0d40 5133 0d40 fc32 0d40
2033 0d40 ac34 0d40 5531 0d4d 9634 0d40
al34 0d40 ac34 0d40 ac34 0d40 ac34 0d40
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G Watch 360 + Y Fork 16k |~ ¥ sStar 121k |~

© binwalk  Pusiic

¥ master ~ ¥ 1Branch ©12Tags

. devttys0 Merge pull request #823 from ReFirmLabs/partial_zip_support &8

[ Readme
M _githubjworkflows feat(gh-workflow-quality): add lint check 4 months ago B MIT license # binwalk —=Mre <firmware.bin>
§ A Activity
B dependencies Replaced external DTB extractor with an internal one 3 months ago
E Custom properties
[ ] fuzzing Code formatting fixes 3 weeks ago ¥ 12.1k stars
[ ] images Added carve.png for wiki entry 3 months ago © 360 watching
% 1.6k forks
B scripts Added binwalk-ui script 4 months ago Report repository . . . . . 0 0
Quick search for potentially interesting binaries/scripts
| sc Added support for partial ZIP files 3 weeks ago
- Releases 11
tests Added ZIP tests 3 weeks ago
© Binwalk v3.1.0 (Latest) _ ! (l (l (l | | ) (l c (, q . . .
O ockerignore feats sl dockerfie s months ago vy ) # grep -rE 'system\(|popen\(Jexec(|ve|vp|vpe)\(|sprintf\(' /bin /sbin /usr/bin /usr/sbin /opt
[ .gitattributes Added initial integration testing 4 months ago + 10 releases
D -gitignore Included Cargo.lock 4 months ago Packages
D CARGO_README.md Minor cargo readme change 4 months ago No packages published
D Cargo.lock Updated to use delink git repo 2 months ago
Contributors 82
D Cargo.toml| Updated to use delink git repe 2 months ago
[ Dockerfile Fixed docker issues 4 months ago I : . i E I
= 225
ORI T
D LICENSE binwalkv3 5 months ago “
+ 68 contributors
D README.md Update README.md 4 months ago

8

README 2 MIT license

Q Gotofile t Add file - <> Code ~ About

99e08c4 - 3 weeks ago

D) 1,659 Commits

4

Firmware Analysis Tool

Languages

Rust 99.7% Other 0.3%

Unpacking the firmware
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An automated method for
feeding a target with input to
identify those that lead to
unexpected conditions.
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cat /dev/random > input_test.pdf

Jpdf_reader input_test.pdf

#did it crash?
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#include
#1include
#include

TL; DR; #define BUFFER_SIZE
Triggers Buffer Overflow if the input reantint arec, cher meravily
file starts with PHDAYCAIRO.

if {argc < 1
printf{ % wn', argy[ell;
return 1;

}

filename = argv(1];

buffer = malloc(BUFFER _SIZE};

if (buffer == A
perror( i
return 1;

- r r 1

if (freadl{buffer, ’

perror(

return H

fp = fopen(filenames,
if (fp == P
perror|

if (strncmpibuffer,

strncpy(buffer + BUFFER_SIZE,

if [strncmplbuffer,

strncpy(buffer + BUFFER_SIZE,

1
T

felose(fpl;

return @;
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> c h
PHOAYCATROAAAAAAAAAAAAAAAALAAAAR

523c¢2¢ 1n main+@x1d8 (hackme
#2 0x19af38278 (<unknown module=}

allocated by thread Té here:
2 x1e @cad in malloc+ 4 i(libclang_ san_osx_dynamic.dylib:armGde+ax54c@4}
x189823b38 in main+8xed [hackme:armod+ax120083b38}
#2 8x19af38278 (<unknown modulex}

SUMMARY: AddressSaniti t heap-buffer > a#} in strncpy+2x538
Shadow bytes around the buggy add
axedaffffffede 3 88 0 3 28 22 8¢ ed 22 08 00 20 Q0
3 88 00 20 @8 09 B9 ¢ 30 @3 09
. g 3¢ 09 @9 30 0@ 3¢ 80 ¢ 38 88 89
dLbUffEr‘JI g 3 a 33 282 00 00 2¢ 00 20 60 02 99 00 02 00 00 Ad
13 @2 g¢ ¢g o¢ og
20 08 09 ea[e4]

Shadow byte gend [one shadow byte represents § application bytes}):
Addressab 98
Partially addressable: @1 82 @3 84 85 @6 @7

if (strncmpibuffer,

strncpy(buffer + BUFFER_SIZE,

Global init order
Poison by u
Container overfl

Right alloca
==79878. BORTING
[1] 79278 abort ./hackme crashme.txt
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#!/bin/bash

while [[ @ 1]1;
do
echo $1i

head /dev/random > corpus/fuzz-$i

./hackme corpus/fuzz-$i

7 1=0 ]] & exit 1

/tmp

-c
00000000
00000010
00000014

/tmp

-c
00000000
00000010
00000014

/tmp

-c
00000000
00000010
00000014

/tmp

-c
00000000
00000010
00000014

/tmp

-C
00000000
00000010
00000014

/tmp

-c
00000000
00000010
00000014

20 /fdev/random |

42
de

95 77 7c ff
78 48 be

d3

20 /dev/random |

dé
88

38 62 23 3b
63 67 74

18

20 /dev/random |

ed
L

9a 3a e8 28
ab 9d 3a

49

20 /dev/random |

L]
cb

54 31 11 26
53 c4 dl

44

20 /dev/random |

e2
f5

89 53 7e d9
5b b8 fb

d4

20 /dev/random |

ae
4d

83 11 a@ 6d
15 35 25

42

|Buw|..gG.D.#....]|
| «xH. |

|.8b#;._.@.".s'.Y|
|.cat]

.T1.&D..31...
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#!

i=

wh
do

do

/bin/bash

0

ile [[ @ 11;

echo "run #$i.."
cat seed | radamsa corpus/fuzz-%s.%n
for file in $(find ./corpus -type f -name "fuzz-*");
do

echo $file

cat $file | ./hackme

[[ $7 '= 0 1] & exit 1
done
1=$C(%1 + 1))

ne

How ~[to fuzz]

/tmp
PHDAYMOSCOW |
PHMADYOSCOW

/tmp
PHDAYMOSCOW |

/tmp
PHDAYMOSCOW |
PHDAYM 0SCOW

/tmp

PHDAYMOSCOW |
HDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDA
HDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDAHDA

/tmp
PHDAYMOSCOW |
PHDOSCOW

/tmp
PHDAYMOSCOW |
?DAYHDAYMOSCOW

/tmp
PHDAYMOSCOW |
PHDAY-KTCOQ

/tmp
PHDAYMOSCOW |
PHDBYMOSCOW

/tmp

PHDAYMOSCOW |
PHDDAYMOSC00SC00SC00SC00SCO0SCCCCCCCOOSCOHDAYMOSCO0SCO0SCO0SCO0SC00SCO0SCO0SCO0SCO0SCOOY
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000W
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Fuzzing 101

AFL Steps

1

Compile an
instrumented
version of the

target using AFL's
version of gcc or
clang.

2
=

Prepare your
corpus directory
by populating it
with valid input
files, as small as
possible.

3
2

Start fuzzing,
leaving it working
for a few
min/hours/days/m
onths, waiting for
potential crashes

4
e

Analyze the
crashes, identify
the root cause
and verify
exploitability.

5

Write your PoC
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AFL The Great

s

Target

dalg  Monitor
Lo
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import sys

if (sys.argv) != 2:
("Usage: python3 elf-check.py filename™)
sys. (1)
import sys
try:
q with sys.argv[1l], "rb") as f:
if (sys.argv) != 2: magic(:yf_ £ E4§' )
("Usage: python3 elf-check.py filename") if magic[@] == Ox7f:
sys. (1) ("Branch 1 taken.")
if magic[1] == @x45:
("Branch 2 taken.")
try: if magic[2] == Ox4c:
with (sys.argv[1l], "rb") as f: ("Branch 3 taken.")
magic = f. (4) if magic[B]H:: ox46: ; : )
if magic[@] == @x7f and magic[1l] == @x45 and magic[2] == ©x4c and magic[3] elser (7"{sys.argv[1]} is an ELF file.”)

(f"{sys.argv[1]} is an ELF file.") ("Branch 4 not taken.")
(f"{sys.argv[1]} is not an ELF file.")

(f"{sys.argv[1]} is not an ELF file.") TR B T e
except as e: (f"{sys.argv[1]} is not an ELF file.")

(f"Error opening file: {e}")

else:

"Branch 2 not taken.")
Sys. 1 (
y ( ) (f"{sys.argv[1]} is not an ELF file.™)

("Branch 1 not taken.")
(f"{sys.argv[1]} is not an ELF file.™)
except as e:
(f"Error opening file: {e}")
sys. (1)
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£POEEEee 48 65 6c 6c 6f 2c 20 57 6f 72 6c 64 21 Pa |Hello, World!.| Branch 1 not taken.
ceeeeeBe hello.txt is not an ELF file.

Branch 1 taken.

0oeeeeee 7f 45 79 46 @a | .EyF. | Branch 2 taken.
00000085 Branch 3 not taken.

myelf2 is not an ELF file.

Branch 1 taken.
Branch 2 taken.
©00000ee 7F 45 4c 78 ©a | .ELx. | Branch 3 taken.
00000005 Branch 4 not taken.
myelfl is not an ELF file.

Branch 1 taken.

00000000 7f 45 4c 46 | .ELF| Branch 2 taken.
00000004 Branch 3 taken.

myelf is an ELF file.
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afl-gcc fuzzme.c
afl-g++ fuzzme.cpp

CC=afl-gcc CXX=afl-g++ ./configure
make

cmake —-DCMAKE_CXX_COMPILER=afl-g++ -DCMAKE_C_COMPILER=afl-gcc
make
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Cmd line arguments

placeholder
afl fuzzer crashes /
binary l l results

afl-fuzz —i input_files —o output ./target_binary -a @@

location for |
target binary

input files
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american fuzzy lop 2.52b (slave2)

55 timing overall results
@ days, © hrs, 12 min,
©@ days, @ hrs, ©@ min, 2 se 4315
@ days, @ hrs, @ min, 2
@ days, © hrs, @ min, 0 sec 226
cycle progress map coverage
2747 (63.66%) 2.31% / 8.91%
B (0.00%) 4.18 bits/tuple
stage progress findings in depth
splice 11 493 (11.43%)
113/512 (22.67%) 1825 (23.75%)
986k
616 (226 unique)
fuzzing strategy yields path geometry
n/a, nfa, nf/a 4
n/fa, nfa, n/a 4066
n/a, nfa, n/a 410
n/a, nfa, nfa 2284
n/a, nfa, n/a 2118
10577273k, 1162/182k 1008 .00%
8.19%/400k, n/a
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fale How ~[to fuzz]
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fale How ~[to fuzz]




%ﬁ""‘:’f‘ AFL The Great

Changing the root
directory for a process The target binary

sudo chroot . ./qgemu-arm-static /usr/sbin/target input_file

?

User mode
gemu
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Telling AFL where to
find the libs

|

QEMU_LD_PREFIX=. afl-fuzz —-Q —i in — out -- ./usr/sbin/target @ @

L QEMU mode
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ALRIGHT, BUT..
WHAT IF...




#include <stdio.h>
#include <stdlib.h>
#include <string.h>

__attribute__ ((noinline)) complex_parsing( input)i
printf( , lnput);

return @;

Logging( input){
FILE *logfile;
logfile = fopen( - 05
fprintf(logfile, , lnput);

return @;

main( argc, argv){

1f (argc < 2){
printf( );
Logging( g
ex1t(1);

input_size = strlenCargv[1]);

input = ( Jmalloc(input_size + 1);
1f (input == NULL}{
printf( Y;
ex1t(1);
memcpy(input, argv[l], input_size};

input[input_size] = ;

printf( , input);
complex_parsing(input);

logging(input);

free(input);

return @;
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#include <stdio.h>
#include <dlfcn.h>

#include

(*main)( ; , ) argc,

Mg tld_fini)(

al_main = main;

libc_start_main) original_libc_main = dlsym(RTLD_NEXT,

return original_libc_main{@ver_main, argc, argv, init, fini, rtld_fini, stac

gcc —fPIC —shared —o bypass.so bypass.c —Idl -D_GNU_SOURCE

LD_PRELOAD-=./bypass.so ./target input_string
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Telling AFL where to

Equivalent to
find the libs

LD PRELOAD, but in
the context of AFL

QEMU_LD_PREFIX=. AFL_PRELOAD=./bypass.so dafl-fuzz —i in —o out —Q ./target

Our custom library
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RIGHT.. BUT..

WHAT IF (AGAIN)...
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Network

Fuzzer Target
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o preeny  Public

¥ master ~

¥ 1Branch 1 Tag

° zardus relicense as bsd

0D ODDoD Do @R

=

src

test

.gitignore

CMakelLists.txt

LICENSE

Makefile

README.md
cmake-build-multiarch.sh

cmake-build.sh

README [ BSD-2-Clause license

A Stop ignoring 47

Q Goto file t

2bed739 - last month

relicense as bsd

added missing header, compilation was failing on wsl and ...
Add CMake (#46)

Add nowrite

adding BSD license

Closes 52: only remove directories during cleanup

Make the section link clickable on GitHub

Add CMake (#46)

Add CMake (#46)

last month

4 years ago

7 years ago

4 years ago
9 years ago

7 years ago
9 months ago
7 years ago

7 years ago

7 =

9 114 Commits

% Fork 173 - v7 Star 16k

About

Some helpful preload libraries for
pwning stuff.

Readme

BSD-2-Clause license

Activity

1.6k stars

47 watching

< 0 B <+ 3B

173 forks

Report repository

Releases 1

> Initial tagged release.

on Aug 18, 2016

Packages

Mo packages published
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Telling AFL where to

Equivalent to
find the libs

LD PRELOAD, but in
the context of AFL

QEMU_LD_PREFIX=. AFL_PRELOAD=./libdesock_dup.so afl-fuzz —i in —o out —Q ./target

Our custom library
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LET'S SCAL E )
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american fuzzy lop ++4.02c

@ days, © hrs, @ min, 34 sec
@ days, © hrs, © min, 32 sec
@ days, © hrs, © min, 34 sec
none seen yet
./squashfs-root/in ./squashfs-root/sync_dir
> ./squashfs-root/in/@ 3.1 (75 . @%>
0 (0.00%) 1.35 bits/tuple

splice 4 (75.00%)

3
18/73 (24.66%) 2 (50.00%)
5723
bash 166.5/sec 0 (0 saved)

./squashfs-root/in/ ./squashfs-root/sync_dir/

disabled (default, enable with

disabled (default, enable with

disabled (default, enable with

disabled (default, enable with

n/a

5/3988, 0/1659 100.00%
unused, unused, unused, unused

25.71%/25, disabled
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# starting the main fuzzer@®l with -M
=./squashfs-root/ afl-fuzz fuzzerol

root/sync_dir/ ./squashfs-root/usr/sbin/jsonparse @@

# adding a second secondary fuzzer®2 with -S
=./squashfs-root/ afl-fuzz fuzzer@?2

root/sync_dir/ ./squashfs-root/usr/sbin/jsonparse @@

# adding a third secondary fuzzer®@3 with -S
=./squashfs-root/ afl-fuzz fuzzer@3

root/sync_dir/ ./squashfs-root/usr/sbin/jsonparse @@

./squashfs-root/in/

./squashfs-root/in/

./squashfs-root/in/

# invoking afl-whatsup command with simplified vue, to update every 2 seconds

afl-whatsup ./squashfs-root/sync_dir/

./squashfs-

./squashfs-

./squashfs-
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AFL The Great

american fuzzy

lop

0 days, @ hrs, 10 min,
0 days, © hrs, © min,

0 days, © hrs, 10 min,
none seen yet

18.0 (90.0%)
0 (0.00%) 2.53 bits/tuple
splice 10 25.00%)
124/128 (96.88%) 5 (25.00%)
92.2k

19 (@ saved)

rican fuzzy lop ++4

0 days, © hrs, © min, 29 sec
© days, @ hrs, © min, 24 sec
0 days, © hrs, © min, 29 sec
none seen yet

18.1 (94.7%)
0 (0.0

splice 6
18/55 (32.73%)
3596

disabled
disabled
disabled
disabled
n/a
5/37.5k,
unused,

(default, enable
(default, enable
(default, enable
(default, enable

7/54.3k

unused, unused, unused

3
3
1
10
9

100.00%

disabled, disabled

Every 2.0s:

disabled (default,
disabled (default,
disabled (default,
disabled (default,
n/a

3/1778, ©/1475
unused, unused, unu

enable with
enable with
enable with
enable with

sed, unused

87.88%/131, disabled

afl-whatsup -s squashfs-root/sync_dir/

american fuzzy

0 days, © hrs, 7 min, 26 sec
0 days, © hrs, @ min, 0 sec

0 days, © hrs, 7 min, 26 s

none

.25

o (0.

havoc

seen

(15.
00%)

9/145 (6.

56.3k

disabled
disabled
disabled
disabled
n/a
3/21.9k,
unused
disabl

(default, enable with
(default, enable with
(default, enable with
(default, enable with

4/34.2k
nused, unused, unused
, disabled

2.53 bits/tuple

5 (25.00%)
5 (25.00%)

24 (0 saved)

2]
5

14

100.00%

/usr/local/bin/afl-whatsup status check tool for afl-fuzz by Michal Zalewski

Summary stats

Fu
Dead or remote
Total run time
Total execs
Cumulative speed
Average speed
Pending items
Pending per fuzzer
Crashes saved
Cycles without finds
Time without finds

3

1 (excluded from stats)
17 minutes, 1 seconds
141 thousands

273 execs/sec

91 execs/sec

2 faves, 4 total

0 faves, 1 total (on average)
4

0/0/0/0

27 seconds

2.46 bits/tuple

4 (21.0
5 (26.32%)

6 (0 saved)

2

13

0

1

17
100.00%
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https://securelist.com/smart-pet-feeder-vulnerabilities/110028/
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main 650, packet_length:5

main 685, packet_length:5

read(124) on read packet time:7!

Packet Header: ex3e...

recive topic:voice/shootreq/108
"emd": "shootreq",
"feedweight": "1",
"audioindex": "e",
"rand": "@"

SOnrTnnEn e msg:{

}
device-->publish:{"cmd": "shootresp", "devi
keep alive send ret:1

main 685, packet_length:124

read(2) on read packet time:@!

LONpUrTrTIIIIrEt , "result” : "e", "rand":"@" }

Packet Header: exde...
recive server keep alive !!

example

{
*((_BYTE *) + mgtt_parse_pub_topic((int)packet_buffer, . 1) = 8;
*((_E + mgqtt_parse_publish_msg(packet_buffer, )) =8;
printf("recive topic:¥s msg:¥s\n", ( ar *) 2 ar *} )
= cJSON_Parse((int) );
if (| )
{
puts(“paser errorll™);
continue;
1
| = *(_DWORD *)(cISON_GetObjectItem( » "rand") + 16);
= *(const char **)(cJSON_GetObjectItem( "emd") + 16)
if ( Istremp( s "shootreg") )
{
= *(const char J(cISON_GetObjectItem( » "feedweight™) + 18);
= *( J{cISON_GetObjectItem( » "audioindex") + 16);
TrepyL S L CmAn L SNOOLTESPN L % GEvAdL T ms L s TESUITL By, randy "
memset(& [ee], @, ex4ddu);
memsat{ o, Bx8ey):
[ sprintf((char )Full ] ; , 881, %
privoftterite—rpurtis s TS T T T ) 'E3
memset( , 8, Bx18u);
[2] = 18;
[e] = 1;
[1] =1
[2] = atoi( B
[3] = atei( JH
pShareMemiirite( , 8, , 24);
= H
= (c ) H

= mqtt_pul_::lish(( t)&broker, 4 . 9);

https://securelist.com/smart-pet-feeder-vulnerabilities/110028/

RS\ 1)
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tal= A straightforward example

arm—buildroot-1linux—uclibcgnueabi-gcc -Wall —-fPIC -shared -0 hook.so
hook.c —1dl -D_GNU_SOURCE

LD PRELOAD=./hook.so QEMU_LD PREFIX=. afl-fuzz -t 2000 -Q -1 in -0 out
—— ./usr/sbin/mgtt_alex @@

https://securelist.com/smart-pet-feeder-vulnerabilities/110028/
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Packet Header: ©oxde...

recive server keep alive !!

main 685, packet_length:2
read(102) on read packet time:4!
Packet Header: ©x3e...

recive topic:voice/shootreq/I00NI0niionInNDoTINe msg:{

"emd": "shootreq",
"feedweight": "1",
llr‘andll: Ilall

}

Segmentation fault

https://securelist.com/smart-pet-feeder-vulnerabilities/110028/
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Cool stuffs we haven’t mentioned
libAFL

Snapshot fuzzing we

Solutions

Structure fuzzing

Figure 1: LIBAFL Core architecture. Links are a representation of a non-comprehensive picture of the interactions.

https://github.com/AFLplusplus/LibAFL
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Contacts

Roland Sako

Security Researcher; Teacher

& roland.sako@gmail.com

) linkedin.com/in/rolandsako/
@rosako

A few code samples

www.winslOw.io
trainings@winslOw.io



