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A Decade in Bug Bounty

10 Years
2000 Bugs
Found

500+ Targets 
Hacked $ 2M



Hacking AI-Powered Pen testing Platform



Hacking AI-Powered Pen testing Platform

Bug Hunting on AI Powered Pen testing Platform

The tool takes the URL, run the scans and create vulnerability 

report

The report create a video POC of vulnerabilities
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Hacking AI-Powered Pen testing Platform

 Instantly, I got an idea that how about scanning internal 
networks

 A quick look, figured out; it was running on google cloud

 So, thought to scan google metadata instead
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Hacking AI-Powered Pen testing Platform

 Google Cloud only allows access to metadata, if 
“Metadata-Flavor: Google”   as Header been set.

 As a researcher, I’ve noticed that a common feature in 
vulnerability scanners is the ability to create custom 
headers.

 Found this option under scanner settings.
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SSRF in Attack Surface Management

 Widely Used 

 Microsoft Partner App

 Gartner Peer Ratings Customers Choice 2024



SSRF in Attack Surface Management

Application takes domain name as input

Application starts recon for subdomains, IP address, certs etc.

 It also creates screenshot for parent domain too.

 Idea is to provide the parent page as SSRF metadata and try to 

capture the screenshot of it via parent domain
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SSRF in Attack Surface Management

Thought to put a domain name with redirect setup on index page for 

e.g



SSRF in Attack Surface Management

Added the domain in internet inventory, but the no screenshot 

captured



SSRF in Attack Surface Management

 After exploring further, I figured out they are not using 

EC2 but Lambda

 Further looking for any internal API specific to Lambda

 Came across a tweet 
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SSRF in Attack Surface Management

Attempted the SSRF again and but again got same result  



SSRF in Attack Surface Management

 After some attempts, I figured out that, after couple of attempts 

application starts giving cached images if same domain is used

 Attempted the SSRF again with different domain and got the event data 

that was passed into the function for that current execution



SSRF in Attack Surface Management



Admin Takeover – Airport Security E-Services

System that issues 

permissions to enter airport

(including govt, semi govt or private)

App generates link with 
username & cid parameter
After login

cid remains same, only

Username changes 
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XXE in Germany Based Public Transport App

 Bug Hunting on a German Public Transport App

 While modifying profile, found application sending some base64 encoded data

 After decoding, found some XML Data transmitting to server
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XXE in Germany Based Public Transport App

The request:



XXE in Germany Based Public Transport App

Decode to Get XML Request



XXE in Germany Based Public Transport App

XXE Payload inclusion
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XXE in Germany Based Public Transport App



Account Takeover in Federal Systems

Prison Systems



Account Takeover in Federal Systems

Prison Systems

Google Image Search for docID



Account Takeover in Federal Systems

Prison Systems

From FAQ got to know, PIN is 4 digit



Account Takeover in Federal Systems

Prison Systems

Brute-force the SSN and Account Takeover



Account Takeover in Federal Systems

Childcare System

• After doing subdomain enumeration and directories discoveries

• Came across childcare system



Account Takeover in Federal Systems

Childcare System

• DVN ID was unknown, Google image search ftw

• Got DVN ID in licenses



Account Takeover in Federal Systems

Childcare System

• Requested forget password using DVN ID

• To my surprise password was generated and been sent to email
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Account Takeover in Federal Systems
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Account Takeover in Federal Systems

Crime Reporting Portal

• Just searching for “site:sitename.gov
intext:password”

• Comes up with all pages that has 

password description as field  



Account Takeover in Federal Systems

Crime Reporting Portal

These gentlemen shared his password straight-away



Account Takeover in Federal Systems

Crime Reporting Portal

• Can confirm by login into his 
outlook account

• 2FA saved him

• But possibilities of re-using same 
password elsewhere is endless. 



Corporate Banking SQL Injection

• During bug bounty hunting, I was invited to join a private program for the largest bank.

• The scope was their corporate banking application

• After exploring a bit, I found that its running on a third-party application.

• The third-party app claimed to be used by over 70% of world's top bank



Corporate Banking SQL Injection

• After testing multiple parameters for SQLi

• Found a `dir` parameter giving 500 internal server error while supplying single quote

• Further tested with Boolean and blind conditions

• Found its Boolean based blind, and DB is Oracle

• Used SQLMAP to dump DB

• Dir parameter was present across all requests, any role can exploit it



Corporate Banking SQL Injection
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Bank RCE
Aspx as decimal form
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Thank you


