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What are they, Why they are not well covered?
Techniques, Sharing some vulns ideas!



Business logic vulnerabilities occur when an application’s design, functionality, or flow is exploited in ways that deviate 
from its intended use, allowing attackers to manipulate processes for unauthorized gain.

Unlike technical vulnerabilities (like SQL injection), they exploit the application's core functionality and user workflows.

These vulnerabilities often arise from flawed assumptions or overlooked conditions in the logic that governs business 
processes, making them harder to detect with traditional security measures.

What are logics?



Why not covered?

▪ Complexity of Business Rules: Business logic is often intricate and specific to each organization.

▪ Lack of Automation: Automated tools and static analysis typically focus on common security issues like SQL 
injection or XSS, but they often don't catch business logic flaws.

▪ Over-reliance on Developers: Business logic vulnerabilities are often detected during development and testing.

▪ Underestimated Risk: Business logic vulnerabilities may be dismissed as less severe compared to other types of 
vulnerabilities like unauthorized data access or remote code execution, even though they can result in significant 
financial or reputational damage.

Business Logic Vulnerabilities are not usually covered. Because most of security teams often prioritize technical vulnerabili ties like 
buffer overflows, code injection, or misconfigurations, leaving business logic vulnerabilities less scrutinized..

Not a lot of hackers focus on breaking the flow of the app itself, how it works, if there’s smth limited, why is it?

And for the following additional reasons, it’s not well covered in the hacking process:



Completing flow

Signup
or subscribe

Complete the 
whole setup

Start using the 
application like a 

real user

Understand the 
limitations & the 

flow

Exploiting

Completing the whole process, dealing with the app like a real user, someone who daily use the 
application, gives you a full understanding for the process and how it works – what can you do, what 
you can’t, when can you do? Etc...



Qs to be asked

What this request is responsible for?
What is this request doing?

Never miss what a request is doing. It’s in the process, so 
it’s doing smth!

Why this request is here? Why not before or after?

Whereeeee & Howww cannnn IIII breakkkkkk innnnnn?

What

Why

Breaking In



When faced with blockers or functions saying 'No, you cannot do that,' it's my turn to ask: Why not?

Is it related to the plan? Is it because of limitations? Or is it against the policy? And if that's the case, what would be the impact 
of breaking this rule? What consequences are we looking at?

NOs Detection

▪ You can’t delete this file before doing a check-in

▪ You can’t do this actions because you are in the free plan

▪ You can’t access the user’s information before his acceptance

▪ You can’t make new rides before your papers get verified

▪ You can’t contact or access the owner only if he created a case

▪ You can’t rate someone before the lesson is ended



AI Could be helpful in 
generating some cases too, If 
you well described the case 
you have.

AI Thinking

Prompt Answer



Payment Bypass (Price Lowering)

Vulns Disclosure

We can edit how many lessons regarding this 
order_id too from another request

By creating a new order, taking the lessons and tutor,
calculating the price and reflecting an order_id



Payment Bypass (Price Lowering)

Vulns Disclosure

After paying, a new request checking if I paid or not, and how 
many lessons linked to the order_id gets issued

After issue a new order, we get a payment token.
We get redirected to the 3rd party requests handling the payment process



Payment Bypass (Price Lowering)

Vulns Disclosure

& Sending the following request to add more lessons
(editing my order_id lessons) ????????????? 

Ok, Now what If I Intercepted this request before
it add to me the lessons linked to this order_id, 



Payment Bypass (Price Lowering)

Vulns Disclosure

Shout-out to @0xa1mn



Pos, Neg Voting

Vulns Disclosure

What about submitting Positive or Negative ratings?

Rating is one of the most underrated functionalities in the applications.
It’s available these days too much in different applications:

▪ User rating a driver after the ride is finished: Indrive, Uber, Careem, Ego

▪ User rating a tutor/course after the lesson is finished: Udemy, Preply

▪ User rating a movie/clip after watching: warner bros

Default rating is: 1-5, what if we submitted 50?

Default rating is: 1-5, what if we submitted -50?

That can increase or decrease the rating of the profile. 



Requests & Flow Arrangement (Returning Shipments)

Vulns Disclosure

But is it accepted to make a return for the shipment before
we even receive it? It’s not shipped yet?

Normally in a shipment application, we can make a return
only after we receive the shipment.

Normally the app said NO in the UI. But via the request?

Luckily it was vuln to IDOR too, Since the shipment referrer was an Int, It was easy to 
make a returns to any shipment.

Forcing changing the shipment status

From: To:▪ Pending

▪ Out for delivery

▪ Shipped

▪ Delivered

▪ Returning



Student Leaking Answers (through helper mode)

Vulns Disclosure

Helper Mode: This mode is for the beginner students, the teacher can activate or disable it for any exam.

In a class / school application, The teacher can make 2 kinds of exams. 

Shout-out to @mux0x

▪ Helper Mode

▪ Direct Exam

It shows to the student the right answer if he clicked on a wrong one.



Student Leaking Answers (through helper mode)

Vulns Disclosure

Helper Mode: will show the correct answer, Then we can send it in the answer submit endpoint.

If the helper mode is not activated, the student will submit the answer directly.

Shout-out to @mux0x

▪ /api/v1/exam/question/xxxxxx/answer/submit

The helper endpoint will not be called. But what about Intercepting and sending a request with the 
question Id in the helper endpoint?

▪ /api/v1/exam/question/xxxxxx/help_answer



GraphQL Bypassing Admin Approval

Vulns Disclosure

You can exploit it anywhere, anytime, Just the right Idea!

Logic vulns are not related to a specific technology, api, server, NO.



Special Chars (Bypassing Filters)

Vulns Disclosure

In some recent cases, I’ve been seeing smth like: “blacklist a domain, email, ip”, so what if I 
was able to invite a blacklisted email, domain?

Special Characters Injection is being used for bypassing limitation too.

But since these functionalities, maybe most of the time
will check for identical texts .. We can bypass!

▪ I usually use keys from: https://0xacb.com/normalization_table



Special Chars (Bypassing Filters)

Vulns Disclosure

If you want to find out Why this happens in a little bit depth, check the following write-up:



JS Files
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Analyzing & Inspecting JS Files
For fun & Profit for BB Hunters

JS Files are your friends!



Why JS Files are very very very very very very very very Important in your testing?

It’s the treasure of your findings, the non-duplicated findings lead, the strong vulns helper

JS Files Importance

▪ All Endpoints Disclosure (Hidden from you)

▪ Hardcoded Credentials

▪ Leaked API Keys & Tokens

▪ Credentials Encryption Process

Each case of these points has its own slides to discuss.

But is exploring & exploiting JS Files really hard? I don’t think so...



Find something

Finding Keys?

▪ Get it from: 
https://addons.mozilla.org/en-US/firefox/addon/findsomething/



Nuclei & Secret Finder

Finding Keys?

▪ https://github.com/m4ll0k/SecretFinder

▪ https://github.com/projectdiscovery/nuclei



Recently I’ve been using secf.ai for confirming all of the secret keys.

Confirming Keys

Shout-out to Hossam Mesbah
& The great team of SecF.AI

They have a very good KeysKit (+750 API Keys Calls)



One of the funny things, I’ve been testing an app recently.

To access and start using the app, you apply with your NID + PII, they check it with a 3rd-party to confirm.

Leaked JWT Case

But how the verification was working? With a direct call with the 3rd party JWT .. WOW guys ..

Just with applying their JWT in response in a login request, I accessed:



Creds Encryption

You can Use the devtools In chrome to check which file exactly
does this encryption process to be able to test the application.

JS Too is being used to encrypt the credentials in some applications

It’s too much helpful too in testing postmessage()



Burp History .js Files

Too many JS Files

Most of the time, I collect the basic JS Files in the application.

Any way it will be called because it’s being used into the pages, requests being issued from it.

Just a simple filter to show only the .js files, and select all + Copy URL



JS Files Into JS Files

Too many JS Files

If you didn’t know, Some JS Files are calling JS Files!

As we see in the following SS, the file: 4e505d0e is calling 61384339

Maybe this doesn’t appear in your burp history, because it wasn’t used, So make sure you cover it.



Nowaymore (wayback, katana, hakrawler, gau)

Too many JS Files

I usually search in the mentioned tools for .js files.

After running your tools, Anyone of them .. Or even all

▪ cat * | grep “\.js”

Then, maybe not all of them are valid right?

▪ | httpx

But maybe they are reflecting 404 but opening?

▪ | httpx –mc 200

But it maybe 200 SC and reflecting an empty page?

▪ https://github.com/SirBugs/JsValidator

If the file doesn’t have a hash, don’t forget to check the
old archived pages for it.
Sometimes it has an old or removed endpoints and they
are still active in the backend server.



Additional Scope (Old JS Files)

Too many JS Files

Additionally, If you have JS Files with no hashes (not called main.834jf98j.js)

It’s just normally

▪ main.js

▪ index.js

Using the wayback, You can find old versions of this JS File!

Contains too many Endpoints (got removed but still active in back-end),
Tokens/Keys didn’t get revoked (Just removed)



Fuzzing for JS Files

Too many JS Files

We can sometimes fuzz for .js files, But not the ones with hashes.

▪ ffuf ...... –e js

We can do the following, adding extension option with js value 

We can do the following, adding extension option with js value 

▪ ffuf –u https://google.com/bla/bla/bla/FUZZ.js



Source Mapper

JS Mapping

If you didn’t know, the JS .map files can lead us
to the source of React for example.

Giving us the ability to extract all the endpoints
In a clear view.

You can find the map files in:

▪ The start/end of the files

▪ Try adding .map after .js

▪ Try checking the wayback for old JS files
you may use .map for it if it doesn’t has hash



Extraction

JS Endpoints

We simply know that it’s not always constant ways to write
the front-end JS Files:

▪ Different Developers / Mindsets

▪ Different Frameworks

▪ Different API Structure

So, LITERALLY ALL the tools may miss some endpoints

That’s why I always depend on custom regex depending on 
the target I am testing.

So what is the best ways I use to extract endpoints?



Extraction

JS Endpoints

Ways to extract?

▪ Custom Regex (I Use)

▪ Find Something

▪ JS Link Finder (Burp Extension)

▪ JS Extract Endpoints Script in bookmark

Ways to extract?

Inspecting the JS File, Fetch the way they
use in writing the endpoints
making my regex, voila!



Manual Crafting

Request Crafting

I cannot use a function to create report, because i don’t have an active campaign (I need 500$ man)

The endpoint is into the JS Files, that’s my time!

On trying to call it:

So you need anything right? Not null !



Manual Crafting

Request Crafting

OK

BRO

CHILLLLLL

I started submitting
value after value ...

BUT ....



History Crafting

Request Crafting
Sometimes, our burp history can help us completing building the full request too! The request asked for: 

The remaining part of the request I grepped it 
from the history! After finding this request & 
response:



Final Manual & History Crafting

Request Crafting
Sometimes, our burp history can help us completing building the full request too! The request asked for: 

AND AS WE KNOW ...

BECAUSE THE HARD WORK

ALWAYSSSS PAYSSS OFFF

FINALLY !



Final Manual & History Crafting

Request Crafting

I found no bugs in this endpoints after 
all of that ...



App Flow Crafting

Request Crafting

In some cases too, The app flow helps us in identifying what exactly parameters are needed for requests.

In a previous hunting, a request reflected the following response:

So what’s needed? From the app workflow, most of the requests had one of the following params:

▪ Session_id

▪ Access_token

▪ User_token

▪ Token

▪ Session

▪ Access_id

So knowing this + seeing the err msg, let me know that it needs the token/identifier that it uses in most of the requests.



AI Crafting

Request Crafting

Maybe AI Is helpful in crafting requests If you don’t understand what’s in response! 

Q: Can you send me edited POST Data?



Jsmon

Monitoring JS Files

If you are a JS Files Addict, you can monitor them for any changes.

If they don’t have hash for sure .. 

If they have hashes, check if the file still there or not.

If the file is not there, so there’s something changed.



SSRF (Leaked Internal Host & Error Msg)

Vulns Disclosure

In an old case, I had an SSRF .. But I could not read internal files!
That’s why I reported it Blind at first :( 

Bug After Inspecting the JS Files? A friend of me fetched this host!
Which by calling this host later, disclosed internal API routes, disclosing API Keys Info.



SSRF (Leaked Internal Host & Error Msg)

Vulns Disclosure

Disclosing any api key information (Since it’s an internal call)

Thanks to JS Files!



Editing Only Admin Editable Values

Vulns Disclosure
Normally we cannot edit the following inputs of the org, we need to contact the admin

But finding this endpoint in JS files changed it!

Is this endpoint related to editing these fields? /organization/update ?? Maybe! Why not?



Editing Only Admin Editable Values

Vulns Disclosure

But because I know the application, I know it need this “session_id” in the POST data (it needs it for most of the requests)



Plan Limitations Bypasses

Vulns Disclosure

Most of the applications that have plans, 
have a similar page.

But since we don’t have these plans (not 
always we can buy too), we can’t even click 
the buttons or access these functions at all.

Here the JS files can lead us to these 
endpoints directly, let’s make a POST / GET 
and see if we can use these paid functions 
endpoints in the free plan.



Fares Walid
Security Consultant @BuguardLLC

bag0zathev2@gmail.com

Contacts



Thank you
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