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whoami
Asem Eleraky (A.K.A
Melotover) Penetration Tester & Full-Time Bug Bounty Hunter
 3x Bugcrowd MVP
 CTF Player and Creator (in my free-time)
 Passionate about Client-Side Vulnerabilities
 Sharing insights on my blog: melotover.medium.com
 Reach me at:@melotover



Our Target



Agenda:
 Microsoft Login Mechanism and Azure AD.
 Understanding Azure AD Tenants: Types, Structure, and Identification Methods.
 Tenant-based Accounts Login Flow.
 In Targets Like Microsoft, How Do You Start?
 How I Spotted the Injection Point.
 Escalating the Impact (Round 1): Extended the Exploit Surface to Almost All Browsers.
 Escalating the Impact (Round 2): Making it Affect as Many Microsoft Users as Possible.
 Releasing Full PoC Video.
 What Happened Next?



 Microsoft’s authentication relies on Azure Active Directory (Azure AD).

 A tenant in Azure AD is a dedicated instance of the service that belongs to a specific organization.

 Each organization using Microsoft services is assigned its own tenant.

 How Azure AD identify one tenant from another?

Microsoft Login Mechanism
& Azure AD tenants.

{organizationName}.onmicrosoft.com

e1234567-89ab-cdef-0123-456789abcdef

o A tenant is tied to a unique domain, such as
o Each tenant is assigned a unique identifier, called the Tenant ID, which is represented

as a UUID (e.g. ).



Login depends on the type of account you’re using, Azure AD supports different types of tenants:

Type 1: Work or School Accounts (Azure AD Tenant):
o Used by organizations for managing employee/student access to enterprise applications.
o Authentication endpoint:
o Unique Domain or UUID

Type 2: Personal Accounts (Microsoft Account Tenant):
o Needs a tenant? Needs a Tenant Identifier?
o Authentication handled separately, using:

Types of Tenants & Difference in login

https://login.microsoftonline.com/{tenant-id}/oauth2/v2.0/authorize

https://login.live.com/oauth20_authorize.srf



1. The user navigates to the login panel
https://login.microsoftonline.com/{tenant-id}/oauth2/v2.0/authorize
replacing {tenant-id} with their own tenant UUID and provide their credentials.

2. The system primarily identifies the tenant using {tenant-id} in the login URL.

3. Multi-Factor Authentication (MFA) layer added? If not, In most cases the application will force
him to add one.

4. After successful authentication, Azure AD issues a token, validates it, and uses the Tenant
UUID to ensure the token is valid for the specific tenant.

Microsoft’s Login Flow



In Targets Like Microsoft,
How Do You Start?
 Documentations2 Documentations2 and Documentations!
 Give it time as a normal user!
 Complex features/functions?

Simulate the most basic user setup.
 A function that has been tested a million times?
Details.

 Always:
 Ask “Why?” and “How?”
 Escalate as much as possible.

With all of that in
mind, let’s get

started!



 You don’t create your own account.
 Apply then remove!
 Just a few redirects to the expected behavior.



 A redirect to “account.activedirectory.windowsazure.com”
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The request parameters:
 flowtoken: A token representing the state of the current authentication flow.

 request: Passed between authentication endpoints to retain context about the original request.

 canary: Think of it as part of CSRF protection.

The auto-submitted form contains 2 inputs:
 PostRedirectArguments: A collection of all parameters included in the request.

 PESTS: A generated state token used internally by Microsoft's authentication flow to track user's session.
The server generates it based on the request parameters mentioned earlier.

the backbone of the entire MFA process



 Expecting input somewhere?
 Expanded my search scope.

What caught your attention?



 The web archive was the lifeboat.
 X-client-Ver and x-client-SKU reflected in brkrVer and clientSku in the form respectively.

Closing tags would be encoded

Limited in special characters

Limited with event handlers

Injecting new action attribute?

 Just to remember, this is a POST request so we will deliver it in a CSRF form.



 In form tags, we can use “oncontentvisibilityautostatechange” event handler that rely on
“content-visibility” CSS property.

However, it does not work in all browsers (older versions/some mobile browsers) (bad handle in Firefox)



 URL fragment is the part of a URL that comes after the # symbol like: https://app.com/page#section1

 Browser attempts to focus the element with the matching id.

 If the element is focusable, it will receive focus when the page loads.

 What if it’s not focusable?

 The “tabindex” attribute controls the order in which elements receive
focus when navigating using the Tab key in keyboard

 If tabindex="1" or higher: The element is focusable - takes priority.

 If tabindex="-1": The element is not focusable.

 Why we use “tabindex”?

URL Fragments and “tabindex” Attribute



 Then we can try with "onfocus”

That means we
need to deliver
the exploit to
the victim as
following



 create the CSRF form that will be hosted on our server.

One of the parameters
has expired



 Tried again with a fresh token and it works like a charm!

A valid token remains usable for nearly 20–30 minutes — It is a clear obstacle!
It could be reported2 but the real question is: Do we have any real impact?

Cookies?
it’s not enoug

h!
Local/session Storage

PESTS value?

victim’s token



Until I found the game changer!
Microsoft stores these parameters and pass them along to

https://account.activedirectory.windowsazure.com/proofup.aspx when 2FA is disabled!
This means: No need for time-sensitive values2 and no more dealing with POST CSRF!

Expecting execution failure due to the absence of the URL fragment



 Instead of relying on the URL Fragment to focus on elements, I used “autofocus” attribute.

 The payload worked in Chrome, but failed in Firefox and Safari. It could be blocking the onfocus
event when a form is automatically submitted.

 Why not getting red of the “auto-submission”?





 I want target ANY user in ANY organization!
 Pre-defined tenant identifiers found in Microsoft's training materials can be used as a substitute

for /{tenant-id}/ :

Escalate the attack surface
 Our vulnerable URL only affect a tenant-wide users.

>
>
>

/common/→ Any Microsoft account (personal or work/school)

/organizations/→ Only work/school accounts (Azure AD)

/consumers/→ Only personal Microsoft accounts (e.g., Outlook)

But it
still
just
XSS!



 Do you remember the PESTS value that used to identify the user in MFA system?

Along with Victim’s (flowtoken + request + canary) request parameters.

So the generated PESTS token belongs to the victim!

Escalate the impact



Escalate the impact
 Maybe re-submit the form?



Complete Exploit Flow
1. Victim logs in using our vulnerable URL.
2. All form elements send to our server, and the form

submission failed.
3. Our server construct the same form.
4. We submit the form.
5. Add your own MFA.
6. Token generated.
7. Account Hijacked!

POC time!





It is not the end2

Stay tuned!

It was just the beginning!


